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Recent Revisions to This

Document

Release Changes
February 2018 This release contains only formatting and editing updates.
September 2017 Added JSON Web Token (JWT) registration and authentication.
For JWT registration, see "Creating a P12 Certificate for JSON Web Token,"
page 8.
For JWT authentication, see "JSON Web Token Authentication," page 11.
August 2017 Initial release of document.
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About This Guide

Audience and Purpose

ABOUT GUIDE

This guide is written for application developers who want to use the CyberSource REST
API to integrate CyberSource services into their order management system. It describes
the basic steps you must complete in order to get started with the REST API.

Implementing the CyberSource services requires software development skills. You must

use the REST API request and reply fields to integrate the services into your existing order
management system.

Conventions

Note and Important Statements

A Note contains helpful suggestions or references to material not contained in
& the document.

Note

An Important statement contains information essential to successfully
A completing a task or learning a concept.

Important

Text and Command Conventions

Convention Usage

Bold Iltems that you are instructed to act upon; for example:
Click Save.

Screen text Code examples and samples.
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About This Guide

Related Documents

REST API Documentation page

Refer to the Support Center for complete CyberSource technical documentation:

http://www.cybersource.com/support_center/support_documentation

Customer Support

For support information about any CyberSource service, visit the Support Center at:

http://www.cybersource.com/support
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Registration

Step 1
Step 2
Step 3
Step 4

Step 5

CHAPTER

Create an Evaluation Account

To create an evaluation account, see:
https://www.cybersource.com/register/

To complete the registration process, follow the email instructions you receive to activate
your merchant account and log in to the new CyberSource Business Center.

Creating a Certificate or Shared Secret Key

There are two ways to create a key, depending on which authentication method you will
use:

m JSON Web Token—P12 certificate

s HTTP Signature—shared secret key

Creating a P12 Certificate for JSON Web Token

The certificate contains both the public and private key.

To create a P12 certificate:

Log in to the new Business Center.

In the left navigation panel, choose Key Management.
Expand the Transaction Processing menu.

From the drop-down menu, choose API Keys.

Click the Add icon at the bottom of the page.
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Step 6
Step 7

Step 8

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Chapter 1 Registration

Select Certificate.
Click Download.

See the "JSON Web Token Authentication," page 11 for additional instructions for the P12
certificate.

Creating a Shared Secret Key for HTTP Signature

HTTP Signature authentication is provided by a base-64 encoded transaction key,
represented in a string format. Before you can send requests for CyberSource REST API
services that are authenticated using HTTP Signature, you must create a shared secret
key for your CyberSource merchant account in the Business Center.

u You must use separate keys for the test and production environments.

Important

The shared secret key created in the Business Center lasts 3 years.

To create a shared secret key:

Log in to the new Business Center.
In the left navigation panel, choose Key Management.

Expand the Transaction Processing menu.

From the drop-down menu, choose API Keys.
Click the Add icon at the bottom of the page.

Select Shared Secret Key.

Click Generate New.

Copy the key from the user interface or download it to a .txt file.
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Chapter 1 Registration

Take a note of the serial number that is generated for the key. This value is
required in the header of each REST API call.

Important

Deactivating Shared Secret Keys

When you deactivate a key it is immediately removed from active status.

To deactivate a shared secret key:

Step1 Log in to the new Business Center.

Step 2 In the left navigation panel, choose Key Management.
Step 3 Expand the Transaction Processing menu.

Step4 From the drop-down menu, choose API Keys.

Step 5 Select the key and click the X icon to deactivate the key.

The key is immediately deactivated.
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CHAPTER

Authentication

You can use either HTTP Signature or JSON Web Token (JWT) to authenticate API
requests.

Table 1 Authentication Methods

Authentication Method Description
JSON Web Token (JWT) s Standard—IEFT draft; W3C Web Payment.

HTTP Signature = Signature Signing—supports shared symmetric keys and
asymmetric keys.

= Integration Scenario—additional HTTP headers only and the
payload can not be modified.

= Payload encryption—no.

n JSON Web Token Authentication

s HTTP Signature Authentication

JSON Web Token Authentication

After creating the P12 certificate (see "Creating a P12 Certificate for JSON Web Token,"
page 8), you must convert it to PEM format. First, you'll need to set up your environment.

Environment Setup

To encrypt using AES 256, Use the ‘Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction Policy Files’

-- local_policy.jar and US_export_policy.jar.
You can download these files from oracle website:

http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
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Chapter 2 Authentication

Once you have these jars, replace the your_java_installation_directory/jre/lib/security jar
files with these.

Converting the Certificate to PEM Format using
OpenSSL

When you run the OpenSSL tool, the tool prompts for your password, which is your
Merchant ID. By default, your Merchant ID is also the name of the file.

The output of the tool will be text in PEM format. PEM defines each section of the file with
“‘BEGIN” and “END” markers which denote the start and end of the objects within the file.

Example OpenSSL Conversion

bash-4.1$ openssl pkcsl2 -in MD. pl2 -out M D. pem
Enter |nport Password:
MAC verified OK
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
bash-4.1$ cat M D. pem
Bag Attributes

| ocal Keyl D: 01

friendl yNane: serial Nunmber =4654139977230172554798, CN=M D
subj ect =/ CN=M DJ seri al Nunber =4654139977230172554798
i ssuer =/ CN=Cyber Sour ceCert Aut h
----- BEQA N CERTI FI CATE- - - - -
M | BATCCAUqgAW BAgl WADY1NDEz OTk3Nz| zMDE3M U1NDc50DANBgkghki GOwOB
AQUFADAe MRmAGg YDVQRDDBNDeW I ¢l NvdXJj ZUNI cnRBd XRoMB4 XDT E2 MDYWODES
M YzN1oXDTE5MDYWODESM YzNlowQ EXMBUGALUEAWMAMOSNTZzb25FYXRV bk NvenAx
Hz AdBgNVBAUTFj] Q2NTQxMzk5Nzcy Mz AXNz | INTQBOTgwgZ8wDQYJKoZIl hvc NAQEB
BQADg YOAM GJA0GBALJKmMLUu6AcDNZQ j cAt aGhl | +FVef Bt QF+xETFhCKOEJW Lh
XUNXTZI DHbZsf 111 zRf s10wssXvi v5Z3vt Cg8Clr JKoUuoJ5EIsWAEeBVKL6kZ4K
KI Onb559KTPYBf wCP73Hbu2qMaxf Uu01ZUs Oy Kc SEFY3r xH61 Q62Z/ / gMZY5t AgVB
AAEWDQYJKoZI hvc NAQEFBQADg YEA] 09Z1 | j g7pO+A0QUGZr Nl PDDoSXj r GV/ fyvn
f XXE598I dLZZ52nnEx+j J4SQFOKguTP7 OQWhV+8I 6 SKVe PUDk Omd KBDEPNT Rvj A9
OpgLVO7kwKX0r 5QX0dTgR/ GvDJyG 7znQu6Pr 16W ULCh9j dqEF1wWRxpS7SNEUf 1
u4KNOLc=
----- END CERTI FI CATE- - - - -
Bag Attributes

friendl yName: serial Nunmber =4654139978710172554798, CN=Cyber Sour ce_SJC_
us
subj ect =/ CN=Cyber Sour ce_SJC_US/ seri al Nunber =4654139978710172554798
i ssuer =/ CN=Cyber Sour ceCert Aut h
----- BEGA N CERTI FI CATE- - - - -
M | BSTCCAU6gAW BAgl WADY1NDEz OTk 30Dc x MDE3M U1NDc50DANBgkghki GOwOB
AQUFADAe MRmAGg YDVQRDDBNDeW | ¢l NvdXJj ZUNI ¢ nRBd XRoMB4 XDT E2 MDYWODES
M YzN1oXDTE5MDYWODESM Yz NlowPj EbMBk GALIUEAWMAS(BI i ZXJITh3Vy Y2Vf UOpD
X1VTMR8WHQYDVQQFEX YONj UOMIMBOTc 4Nz EmMITcy NTUONz k4M GF MAOGCSqGSI b3
DQEBAQUAA4AGNADCBI QKBgQCf @ T5TzBwYVDeqgpueMlas6Rc3hbzz/ 11 PWhqy2yi
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Chapter 2 Authentication

8WCORXeQLOHNBzz9Jeef Jgat 2MzhEqC yel 8r sql WFGBSP/ 4vShl | Ugg+yl j | EA
8XPvni Ph6EFs2Vyhqr z5090+8CSf +mmJU9CQH | OHPj as7JevMoAt j sCD3q7gNbU
SQ DAQABMAOGCSGSI b3DQEBBQUAAAGBAJI Akv3Dw3u9096WBf 1JUCOQ+Z1NWDer
t 2Mrbvk XNBEi | i 5dc4i Rudv/ Axj +40HBgt 83eWWKb2Ht q5Sdj 7XnF9aAS3q7ONU S
59w/ j Pl nBe3ca9Zc/ B9t Aky p8 MNHr RTr GS3egDCr oNwnl kCD+gnbMYbvphNy | Bg
3AnyvBvhr 4Q0
----- END CERTI FI CATE- - - - -
Bag Attributes

friendl yName: CN=Cyber SourceCert Aut h
subj ect =/ CN=Cyber Sour ceCert Aut h
i ssuer =/ CN=Cyber Sour ceCert Aut h
----- BEG N CERTI FI CATE- - - - -
M | BxTCCAS6gAWM BAgl Wwvz| 20TAON] | yMzgwiVDE2ODYyNj | y MDANBgkghki GOwOB
AQUFADAe MRWGg YDVQQDDBNDeW | ¢l NvdXJj ZUNI cnRBd XRoMB4XDTEy MDEx ODE2
MzcwM oXDTI y MDEX CDE2Mz cwM owHj Ec MBoGALUEAWATQBI | ZXJ Th3Vy Y2VDZXJ0
QXV0aDCBnz ANBgkghki GOWOBAQEFAAOB] QAwg Yk Cg YEAUVMaNKpEz +KaQk1Zuj UY
nme6x089gl sl / hnbhM 75Gc5Gs OSGYD1UI 34NZf r BWDnSoy SPgXYBHOpq82X6pa7W
hKVZHz K/ 0AA7hnbKbr shyvHf v2I N pHgRAmewf A9gc9J3cr TDXPq+t sQJj RpPhLd
MB+Pawb Ax Ft CeX40X959mUSCAWEAATANBgk ghki GOWOBAQUFAAOBYQAODO9T1RqU

Converting the Certificate to PEM Format using a
Java API Conversion

You can use Bouncy Castle JCE to perform a Java API conversion of the P12 certificate
into the PEM format.

Example Java APl Conversion

private static X509Certificate initializeCertificate(MerchantConfig
mer chant Config) throws CertificateException, NoSuchAl gorithmExcepti on,
| OExcepti on, KeyStoreException, Unrecoverabl eEntryException,
Confi gException {
i f(merchantConfig !'= null && nerchant Config.getKeyAlias() != null
&& nmerchant Config. getKeyFile() !'= null) {
KeySt ore nerchant KeyStore = KeyStore. getlnstance("PKCS12", new

BouncyCast | eProvi der());

nmer chant Key St or e. | oad( new
Fi | el nput St rean{ mer chant Confi g. get KeyFil e()),
mer chant Confi g. get KeyPassword().toCharArray());

String nmerchant KeyAlias = null;

Enunerati on enunkKeyStore = merchant KeyStore. al i ases();

whi | e(enunKey St or e. hasMor eEl ement s()) {
mer chant KeyAl i as = (String)enunKeySt ore. next El enent () ;

i f (merchant KeyAl i as. cont ai ns(ner chant Confi g. get KeyAlias()))

br eak;
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Chapter 2 Authentication

}

Privat eKeyEntry keyEntry =
(Privat eKeyEnt ry) mer chant KeySt or e. get Ent ry( ner chant KeyAl i as, new
Passwor dPr ot ect i on( mer chant Confi g. get KeyPassword().toCharArray()));
return (X509Certificate)keyEntry.getCertificate();
} else {
t hrow new Confi gException("nerchant config fields mssing: key
alias, key file");
}
}

private static RSAPrivateKey initializePrivateKey(MrchantConfig
mer chant Config) throws CertificateException, NoSuchAl gorithmExcepti on,
| OExcepti on, KeyStoreException, Unrecoverabl eEntryException,
Confi gException {
if(nmerchantConfig != null && merchant Config.getKeyAlias() != null
&& nerchant Config. getKeyFile() !'= null) {
KeySt ore nerchant KeyStore = KeyStore. getlnstance("PKCS12", new

BouncyCast | eProvi der());

nmer chant KeySt or e. | oad( new
Fi | el nput St rean{ mer chant Confi g. get KeyFil e()),
mer chant Confi g. get KeyPassword().toCharArray());

String nmerchant KeyAlias = null;

Enunerati on enunkKeyStore = mnerchant KeyStore. aliases();

whi | e(enunKeySt or e. hasMor eEl ement s()) {
ner chant KeyAl i as = (String)enunKeySt ore. next El enent ();
i f (mer chant KeyAl i as. cont ai ns(mer chant Confi g. get KeyAlias()))

br eak;

}

PrivateKeyEntry keyEntry =
(Privat eKeyEntry) ner chant KeySt or e. get Ent ry( ner chant KeyAl i as, new
Passwor dPr ot ect i on(mer chant Confi g. get KeyPassword().toCharArray()));
return (RSAPrivateKey)keyEntry. getPrivat eKey();
} else {
t hrow new Confi gException("nerchant config fields mssing: key
alias, key file");

}
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Table 2

HTTP Headers

HTTP Headers for JSON Web Token

Chapter 2 Authentication

Header Name

Description

Example

JWT header section

kid

Serial Number or thumbprint for
merchant’s alias/CN name,
corresponding to the key (.p12) used
to digitally sign the JWS.

Optional.

5015325034050177096965

x5¢c

The "x5¢" (X.509 certificate chain)
Header Parameter contains the
X.509 public key certificate or
certificate chain corresponding to the
key(.p12) used to digitally sign the
JWS.

Required.

M | CZTCCAc6gAW BAgl WNTAXNTMy NTAz ND
ALMDE3NzASN k2NTANBgk ghki GOwOB

AQs FADAe MRmvGg YDVQQDDBNDeW | ¢l NvdX
Jj ZUNI cnRBAXRoMB4XDTE3NMDCz MT1 w

M EOMLoXDTE5MDczMTI wM EOMLowg EXVB
UGATUEAWWCC vz dGLI cmNoX2Fj Y3Qx

Hz AdBgNVBAUTFj UwMTUz M Univz QMNTAX Nz
cwWOTY5N UnggEi MAOGCSqGSI b3DQEB
AQUAA4| BDWAWggEKAoI BAQC+Bt dMcokaKw
Tes90+snqj WehQ0/ YACIr wo4cdGCa

f RO6ows3nTClxnpSYt t TKI deGR1qOYpTSeY
9uJh2cCf ay MKXmh ¥ 4d5v8pNDnmyBM
GBWULIWW | YSMLFbcPFW dPt KI ou2RI WZ56
6 YW bWCBf +G4dHkAOD7Csp3FT3I nUN
2me4l Jkl ysf qp1X8q3JDqVI QFVAduamhWC
YMRS5Kg8s Kw | dGQUby 88S+Mowc CA
3HCHT64bar vPI d2ExgAqvf y BCPAR4A9V6/
ywDVsHISyHewg121ckMcA9g55t | qdsy
HGRZNOf s20k MygEP78L4cxf i suvVQC8knl f
Zt dcqVAY7FAgMBAAEWDQYJKoZI hveN
AQELBQADg YEAZ9NWNOBNVENt VLgl dnEf MR
gqJCgf zFNg1Uy QEu3CIQG PhNodYq8Jl
ab6d1nRpybeacl vHN F/

06Rj ZVOzuj | DFE3X0gqanU3Rkj 7nSt i DUEmM
j OF35EwW2ek

4VezUXnz/

SMLVWEA6D&2sj SFCCul ot 3mLJ 3l | 4AQSQS
BSazhQec75Rk=

alg

Identifier of the hashing algorithm.

Required.

RS256

v-c-merchant-id

Merchant ID assigned in the
CyberSource Business Center.

Required.

v-c-merchant-id: restnmercht _id

JWT payload section

Getting Started - REST API | February 2018
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Table 2 HTTP Headers for JSON Web Token (Continued)
Header Name Description Example
iat The date and time that the message iat: Thru, 15 June 2017 08: 12: 31
was originated. Date can be in any GMr

for timezone.

HTTP-date format is defined by
RFC7231:

String gntDateTinme =

Dat eTi neFormatter. RFC 1123
DATE_

TI ME. f or mat ( ZonedDat eTi ne. n
ow( Zonel d. of ("GMI™)));

Required.

Digest SHA256 encryption of the payload

that is Base64 encoded.

Required.

exanpl e_payl oad:

{
"profileld": "11111111-1111-1111-
1111-11111111121111",

"encryptionType": "RsaOaep256"

}

SHA256_hash_of _exanpl e_payl oad =
2b4f ee1l0da8c5elf eaad32b014021e079f
edaf cf 06af 223004af 944011a7cb65cC

# The hash has Base64 encoded

Di gest header in RFC3230 defined
format of "Digest: HASH
ALG=BASE64( SHA56_hash_of _exanpl e_
payl oad) “ =

t P7hDaj F4f 6q0ysBQCHgef 5K/

PBg8i MASvI EARp8t | =

Di gest: t P7hDaj F4f 6q0ysBQCHgef 5K/
PBg8i MASvI EARpSt | =

Code Sni ppet:

MessageDi gest signatureString =
MessageDi gest . get | nst ance( " SHA-
256"); byte[] digestBytes =
signatureString. di gest (nmessageBody
.getBytes()); String bluePrint =
Base64. get Encoder (). encodeToStri ng
(di gestBytes);

digestAlgorithm Signature algorithm used. SHA256 if

an asymmetric key is used.

Required.

di gest Al gorithm SHA- 256

Signature and token

Getting Started - REST API | February 2018
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Table 2

Chapter 2 Authentication

HTTP Headers for JSON Web Token (Continued)

Header Name

Description

Example

Signature The header and the payload created // signature al gorithm
is BASE64 Encoded. Join the
resulting encoded strings together dat a = base64url| Encode( header ) +
with a period (.) in between them. In  “.” + base64ur| Encode( payl oad )
our pseudo code, this joined stringis  si gnat ure = RS256Hash( data, secret
assigned to data. To get the JWT )
signature, the data string is hashed
with RS256, with the secret key
using the hashing algorithm specified
in the JWT header.
Required.

JWT Token With All three components, We can JWI Token = base64url| (header) + “.”
create + base64url (payl oad) + “.” +
JWF token = base64url (Si gnat ure)

header . payl oad. si gnature

Combine the header and payload
and signature with periods (.)
separating them. We use the
base64url encoded versions of the
header and of the payload, and the
signature.

/'l header
eyJOeXAi O JKV1Q LCIhbGeci O JI Uzl 1N
J9

/1 payl oad
eyJ1c2VySWQ G Ji MDhnODZhZi 0zNWRhLT
Q4Zj I t OGZhYi 1j ZWrzOTAON YWYnQ f Q

[l signature
- XxN_h82PHVTCMA9vdoHr cZxH
x5mb11y1537t 3r &zcM

/1 JWI' Token

eyJ0eXAi G JKV1Q LCIhbGei G JI Uzl 1Ni
J9. eyJ1c2VySWQ O Ji MohnODZhZi 0zNVR
hLTQ4Zj |t OGZhYi 1j ZWrzOTAON) YwYn@Q f
Q - XxN_h82PHVTCMA9vdoHr cZxH-
x5nmb11y1537t 3r Gzc

Encoding and Hashing the Digest

i f(requestBody != null

&& !'request Body. i sEmpty()) {

MessageDi gest jwt Body = MessageDi gest. get | nst ance(" SHA- 256") ;
byte[] Headers = jwtBody. di gest(requestBody. getBytes());

e =

Base64. get Encoder () . encodeToSt ri ng( Header s) ;

Getting Started - REST API | February 2018
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Preparing the Payload

String jwBody = "{\n \"digest\":\"" + e + "\" \n
\"digestAl gorithm":\"SHA-256\",\n \VMiat\"i\"" o+

Dat eTi meFormatter. RFC 1123 DATE

TI ME. f or mat ( ZonedDat eTi me. now( Zonel d. of ("GMI™))) + "\"\n} \n\n";

HashMap cust onHeaders = new HashMap();
cust omHeader s. put (v-c-merchant-id, merchant Config.getMerchantl D());

String jwsSi gnatureVal ue = sign(jw Body, rsaPrivateKey, x509Certificate,
cust onHeaders) ;

Generating the JWT Token — Header, Payload and
Signature

private sign(String content, PrivateKey privateKey, X509Certificate
x509Certificate, Map<String, ? extends Object> custonHeaders) {
if(l'this.isNull O Enpty(content) && x509Certificate !'= null &&
privateKey !'= null) {
String serial Nunmber = null;
String serial NunmberPrefix = "SER ALNUMBER=";
String principal =
x509Certi ficate. get Subj ect DN() . get Name() . t oUpper Case() ;
int beg = principal.indexO(serial NunberPrefix);
i f(beg >= 0) {
i nt x5cBase64Li st = principal.indexOh(",", beg);
i f(x5cBase64List == -1) {
x5cBase64Li st = principal.length();
}

seri al Number = principal.substring(beg +
seri al Nunber Prefi x. |l ength(), x5cBase64Li st);
} else {
seri al Number = x509Certificate.getSerial Nunber().toString();

}

ArraylLi st x5cBase64List1l = new Arraylist();

try {

x5cBase64Li st 1. add( Base64. encode(x509Certificate. get Encoded()));
} catch (CertificateEncodi ngException var16) {
| ogger.error("can\'t signAndEncrypt the payl oad", var16);
return null;

}

RSAPri vat eKey rsaPrivateKey = (RSAPri vat eKey) pri vat eKey;
Payl oad payl oad = new Payl oad(content);
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JWBHeader jwsHeader = (new
com ni nbusds. j ose. IWSHeader . Bui | der (JWBAI gori t hm RS256) ) . cust onPar ans( cus
t omHeader s) . keyl D( seri al Nurmber) . x509Cer t Chai n( x5cBase64Li st1). build();
JWEhj ect jwsOhj ect = new JWB(bj ect (j wsHeader, payl oad);

try {
RSASSASI gner j oseExcepti on = new RSASSASI gner (rsaPri vat eKey) ;

j wsObj ect . si gn(j oseException);

if(!jwsObject.getState().equal s(com ni mbusds. jose. JWs(hj ect . St at e. SI GNED)
) |
| ogger.error("Payl oad signing failed.");
return null;
} else {
return jwsObj ect;
}
} catch (JOSEException var15) {
| ogger.error("can\'t signAndEncrypt the payl oad", var15);
return null;
}
} else {
| ogger.error("enmpty or null content or Private key or public
certificate is null");
return null;

}

HTTP Signature Authentication

All requests to the CyberSource REST API must be authenticated. This section explains
how to use headers in the request. Before you begin, you will need three pieces of
information from the CyberSource Business Center.

Table 3 Required Information from the Business Center

Information Description

Serial number/ key 1D The serial number of the signing certificate/key pair. Obtain
this in the Business Center's Key Management area. For
more information, see Creating a Shared Secret Key for
HTTP Signature.

Shared Secret Key Obtain this in the Business Center's Key Management area.
For more information, see Creating a Shared Secret Key for
HTTP Signature.

Merchant ID This is the ID of the merchant account that generated the

shared secret key in the Business Center.
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Signing a POST Request

Let’s start by taking a look at the end result, and then we’ll break it down piece by piece.
Below is an example of a payment request. Headers are in bold font and signature
parameters are in bold and italic font. Note that the Si gnat ur e heading contains a

si gnat ur e parameter. Extra spaces have been added for readability.

Example POST Request

PCST https://api.cybersource.com pts/v2/ paynents
HTTP/ 1.1
Cont ent - Type: application/json

v-c-nmerchant-id: merchant 123

Host: api.cybersource.com

Date: Wed, 25 Dec 2017 00:23:05 GVIr

Di gest: SHA- 256=bena9bhB3Jy4uPvf ult ACOUN8AuzzMrxj qmDWR5/ / EA=

Si gnature: keyi d="4853015631630181645627",

al gori t hm=" SHA256wi t hRSA", header s="host date (request-target)

di gest v-c-nerchant-id",

si gnat ure="q+j 2M)f I QLI | JJnj Vt SI SROI ZMTnur y5m+XqZDNv Cs HeF4WchdOot gl
I qqz EUo XMDcWPXVOUNI YXBBN1TaW.Si sCO9ZI vVZghuJV3VWwWLxqg9Rt yubr xDZ1f L
v+Gvb4gUEVIy3sJq7cf JOHZRNOSud/ FRZYTeM VWC5hXE2WRghbt Pg="

v-c-merchant-id

Required. Contains the merchant ID for the account that generated the shared secret key
in the Business Center. See "Creating a Shared Secret Key for HTTP Signature," page 9.

Example:

v-c-nerchant-id: nerchant 123

Host

The CyberSource environment server to which the request is sent. Use the Sandbox
environment for testing and Production environment for processing real transactions.

Sandbox Host Name
api test. cybersource.com

Production Host Name
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api . cybersource. com

Date

Date and time the message originated, using GMT format, as defined by RFC7231.
Example:

Date: Wed, 25 Dec 2017 00: 23: 05 GVl

Code Snippet

String gntDateTime = DateTi meFornatter. RFC 1123 DATE
TI ME. f or mat ( ZonedDat eTi ne. now( Zonel d. of ("GMI")));

Digest

HMAC-SHA256 hash of the HTTP request’s payl oad( nessageBody), which is
Base64- encoded and normalized as a Digest HTTP header. You must concatenate SHA-
256=" with the digest string, as shown below.

Example

nmessageBody =
{
"payment | nformation": {
"card": {
"expirationYear": "2031",
“nunber": "4111111111111111",
"securityCode": "123",
"expirati onMonth": "12",
"type": "002"
}
}
di gest String = BASE64( HVAC- SHA256 ( nessageBody));
Di gest: “SHA-256=" + digestString;
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Code Snippet

#Creating the SHA256 String
MessageDi gest hashString = MessageDi gest. getlnstance(" SHA- 256") ;
byte[] digestBytes = hashString. di gest (nessageBody. getBytes());

#Creating the BASE64 String
String digetString =
Base64. get Encoder () . encodeToStri ng(di gest Byt es);

#Creating the Digest
String Digest = "SHA-256="+ digestString;

Signature

The Si gnat ur e header contains various parameters that must be submitted in order.
Note that one of the parameters is called si gnat ur e. Be careful not to confuse the
header with its parameters. Let’s take a look at the full signature header before examining
its parameters.

Si gnature: keyi d="4853015631630181645627", al gorit hm" HmacSHA256" ,
headers="host date (request-target) digest v-c-nerchant-id",

si gnat ur e="qg+j 2Mf I QLI I JJnj Vt SI SROI ZMTI'nur y5mt+XqZDNv Cs HeF4WchdQot gl
I ggz EUo XMDcWPXVOUNJ YXBBn1TaW.Si sCO9Z1 vVZghuJV3VwWWLxqg9Rt yubr xDZ1f L
v+Gvb4gUEV9y 3sJq7cf JOHZRNOSud/ FRZYTeM VWAC5hXE2WRghbt Pg="

keyid

The serial number of the signing certificate/key pair. Obtain this in the Business Center’s
Key Management area. For more information, see Creating a Shared Secret Key for
HTTP Signature.

algorithm

The signature algorithm used. The value should be Hrac SHA256.

headers

Contains the headers that are submitted in the HTTP request, separated by spaces.
Headers include:
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= host

= date

m  request-target—an HTTP method followed by a resource.
(request-target): method path

For example:

(request-target): post /pts/v2/ paynents

= digest

= v-c-merchant-id

Signature

The Base64-encoded signature of the headers listed above. The example below contains
line breaks for readability.

signature = BASE64 ( host: apitest.cybersource.com
date: Sat, 8 Jul 2017 01:08:05 Gvr
(request-target): post /pts/v2/ paynents
di gest: SHA-256=/ P58nNyRHC cPr DhJV8ni EDVMSNYCVRs| Tnil71 Nuagq6E=
v-c-nerchant-id: restnmerch_acct )

Signing a GET Request

Let’s start by taking a look at the end result, and then we’ll break it down piece by piece.
Below is an example of a request for the details of a single payment. Headers are in bold
font and signature components are in bold and italic font. Note that the Si gnat ur e
heading contains a si gnat ur e parameter. Extra spaces have been added for readability.

Example GET Request

CET https://api.cybersource.com pts/v2/ paynent s/ 98347878329748239
HTTP/ 1.1
Cont ent - Type: application/json

v-c-merchant-id: nerchant123

Host: api.cybersource.com

Date: Wed, 25 Dec 2017 00:23: 05 GMI

Si gnature: keyi d="4853015631630181645627",

al gori t hme" SHA256wi t hRSA", headers="host date (request-target) v-
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c-merchant -id",

si gnat ur e="qg+j 2Mf | QLI | JJnj Vt SI SROI ZMTnur y5mt+XgZDNv CsHeF4VWhdOot ql
| qgz EUoXMDcWPXVOUNJ YXBBN2F333F51TaW.Si sCO9ZI vVZghuJ V3ViWLXxqg9Rt yu6
r xDZ1f Lv+Gvb4gUEV9y3sJq7cf JOHZRNOSud/ FRZYTeM VWCShXE2WRghbt Pg="

Code Snippet

The Shared Secret Key should be Base64-encoded and used to sign the signature
parameter.

Secr et KeySpec secretKey = new

Secr et KeySpec(Baseb64. get Decoder () . decode(“ YOUR SHARED SECRET KEY”),

" Hrac SHA256") ;

Ht t pSi gnat ur eHeader htt pSi gnat ur eHeader =

Ht t pSi gnat ur e. cr eat eHt t pSi gnat ur eHeader s( nessageBody, map, secretKey);

Not e
‘map’ above is the HashMap of all the five headers discussed bel ow

v-c-merchant-id

Required. Contains the merchant ID for the account that generated the shared secret key
in the Business Center. See "Creating a Shared Secret Key for HTTP Signature," page 9.

Example:

v-c-nerchant-i d: nmerchant 123

Date

Date and time the message originated, using GMT format, as defined by RFC7231.
Example:

Date: Wed, 25 Dec 2017 00:23: 05 GMVI

Code Snippet

String gntDateTi me = DateTi meFornatter. RFC 1123 DATE
TI ME. f or mat ( ZonedDat eTi ne. now( Zonel d. of ("GMI")));
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Host

The CyberSource environment server to which the request is sent. Use the Sandbox
environment for testing and Production environment for processing real transactions.

Sandbox Host Name

api test. cybersource. com
Production Host Name

api . cyber source. com

Code Snippet

#Creating the SHA256 String
MessageDi gest hashString = MessageDi gest. getl nstance(" SHA- 256") ;
byte[] digestBytes = hashStri ng. di gest (nessageBody. get Bytes());

#Creating the BASE64 String
String digetString =
Base64. get Encoder (). encodeToStri ng(di gest Bytes);

#Creating the D gest
String Digest = "SHA-256="+ digestString;

Signature

The Si gnat ur e header contains various parameters that must be submitted in order.
Note that one of the parameters is called si gnat ur e. Be careful not to confuse the
header with its parameter. Let’s take a look at the full signature header before examining
its parameters.

Si gnature: keyi d="4853015631630181645627", al gorit hm=" HracSHA256",
header s="host date (request-target) digest v-c-nmerchant-id",

si gnat ur e="qg+j 2Mf | QLI | JJnj Vt SI SROI ZMTnur y5m+XqZDNv CsHeF4VWwhdOot ql
I ggz EUo XMDcWPXVOUNI YXBBNn1TaW.Si sCC9ZI vVZghuJV3VWWLxqg9Rt yu6br xDZ1f L
v+Gvb4gUEVIy3sJq7cf JOHZRNOSud/ FRZYTeM VWWC5hXE2WRghbt Pg="

keyid
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The serial number of the signing certificate/key pair. Obtain this in the Business Center’s
Key Management area. For more information, see Creating a Shared Secret Key for
HTTP Signature.

algorithm

The signature algorithm used. The value should be Hhrac SHA256.

headers

Contains the headers that are submitted in the HTTP request, separated by spaces.
Headers include:

= host

= date

m  request-target—Request-target is an HTTP method followed by a resource.
(request-target): nethod path

For example:

(request-target): post /pts/v2/ paynents

m digest

= v-c-merchant-id

Signhature

The Base64-encoded signature of the headers listed above. The example below contains
line breaks for readability.

signature = BASE64 ( host: apitest.cybersource.com
date: Sat, 8 Jul 2017 01:08: 05 GVI
(request-target): get /pts/v2/ paynents/98347878329748239
v-c-nmerchant-id: restmerch_acct )
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Code Examples

Adding Headers

Example 1 Adding HTTP Headers

HashMap map = new HashMap();

map. put ("keyi d*, nerchant Confi g. getKeyld());

map. put ("host", merchant Confi g. get Request Host ());

map. put ("v-c-nerchant-id", merchantld);

map. put ("(request-target)", nerchantConfig.get Request Target());

String hdrRequestDi gest = " digest";

map. put ("headers”, "host date (request-target)" + hdrRequestDigest + " " + "v-c-
merchant -id");

Secr et KeySpec secretKey = new

Secr et KeySpec(Base64. get Decoder () . decode( nmer chant Confi g. get Secr et Key()),

" Hrac SHA256" ) ;

Ht t pSi gnat ur eHeader htt pSi gnat ur eHeader =

Ht t pSi gnat ur e. cr eat eHt t pSi gnat ur eHeader s(r equest Body, map, secretKey);
Connection connecti on = Connection. getlnstance(merchant Config, |ogger);

connecti on. set Header (" Cont ent - Type", "application/json");

connecti on. set Header ("date", (String)httpSignatureHeader. getHeaders().get("date"));
connecti on. set Header (" di gest ",

(String)httpSi gnatureHeader. get Headers().get ("digest"));

connecti on. set Header ("host", (String)httpSi gnatureHeader. get Headers().get("host"));
connecti on. set Header ("v-c-merchant-id",

(String)httpSi gnat ureHeader . get Headers().get("v-c-nerchant-id"));

connecti on. set Header (" si gnature”, httpSi gnat ureHeader. get Si gnat ur eHeader ());

| ogger. |l og("REQUEST ", "Signed headers... " + connection.get Header Map().toString());
return connection. post (request Body);
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Creating a Signature Header

Example 2 Creating a Signature Header

public static HttpSi gnatureHeader createHttpSi gnatureHeaders(String nmessageBody,
Map<String, String> headers, SecretKey secretKey) {
HashMap parsed = new HashMap();
headers. forEach((k, v) ->{
parsed. put (k. t oLower Case().trinm(), v);
1)
String signatureString = prepareSi gnatureCreationString(messageBody, parsed);
Mac aKeyld = Mac. get | nstance(" HracSHA256") ;
aKeyl d.init(secretKey);
aKeyl d. updat e(si gnatureString. getBytes());
byte[] aHeaders = aKeyl d. doFi nal ();
String base64EncodedSi gnat ure = Base64. get Encoder (). encodeToSt ri ng( aHeaders) ;

parsed. put ("al gorithm', "HracSHA256");
String aKeyldl = (String)parsed. get("keyid");
String aHeadersl = (String)parsed. get ("headers");
StringBui | der signatureHeaderVal ue = new StringBuil der();
si gnat ur eHeader Val ue. append("keyi d=\"" + aKeyldl + "\"");
si gnat ur eHeader Val ue. append(", al gorithne\"HracSHA256\"");
si gnat ur eHeader Val ue. append(", headers=\"" + aHeadersl + "\"");
si gnat ur eHeader Val ue. append(", signature=\"" + base64EncodedSi gnature + "\"");
return new HttpSi gnat ur eHeader (par sed, signatureHeaderVal ue.toString());
} else {
LOGGER. error ("Null or enpty signature String val ue");
return null;

}

private static String prepareSi gnatureCreationString(String nessageBody, Mp<String,
String> parsed) {

String keyid = (String)parsed. get("keyid");
String headers = (String)parsed. get("headers");
String host = (String)parsed.get("host");
if(keyid !'= null && !'keyid.isEmpty() && headers != null && !headers.isEmpty() &&
host !'= null && !'host.isEmpty()) {
gt Dat eTi me = Dat eTi neFormatter. RFC_1123_DATE_
TI ME. f or mat ( ZonedDat eTi me. now( Zonel d. of ("GMI™)));
par sed. put ("date", gntDateTi ne);
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i f (i sNot Enpty(nessageBody)) {
String bluePrint;

try {
MessageDi gest signatureString = MessageDi gest. getl nstance(" SHA- 256") ;

byte[] digestBytes = signatureString.di gest(nessageBody. get Bytes());
bl uePrint = Base64. get Encoder (). encodeToSt ri ng(di gest Bytes);
} catch (NoSuchAl gorithnException varl12) {
LOGGER. error ("Htt pSi gnat ure: creat eHt t pSi gnat ur eHeaders - Cannot create
di gest");
return null;

}

par sed. put ("di gest", "SHA-256=" + bluePrint);

}
}
String[] splitHeader = headers.split(" ");

signatureStringer signatureString = new signatureStringer();
String[] splitHeader2 = splitHeader;

for(int headerLoop = 0; headerLoop < splitHeader.!|ength; ++headerLoop) {
String s = splitHeader 2[ header Loop] ;
i f(!parsed. containsKey(s)) {
LOGGER. error ("Htt pSi gnat ure: creat eHt t pSi gnat ur eHeaders - M ssing
passed or cal cul ated headers");
return null;

}

signatureString. append('\n");

si gnatureString. append(s);

signatureString. append(": ");

signatureString. append((String)parsed. get(s));
}

signatureString. del ete(0, 1);
return signatureString.toString();
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CyberSource recommends testing your REST API integration by sending transactions to
the CyberSource test server:

apitest.cybersource.com

% The test server responses simulates processor responses.

Note

To manage your evaluation account, log into the Test Business Center to:

view test transactions.

access administer users and access privileges.

create roles with predefined access permissions.

view reports.

Go-Live

CyberSource recommends that you submit all banking information and
required integration services in advance of going live. Doing so will speed up
Important  Your merchant account configuration.

When you are ready to implement the REST API in your live environment, you must
contact CyberSource Customer Support and request Go-Live. When all the banking
information has been received by CyberSource the Go-Live procedure may require three
days to complete. No Go-Live implementations take place on a Friday.
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