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About This Guide

This section describes the audience and purpose of this guide as well as conventions and related
documentation.

Audience and Purpose

This guide is written for application developers who want to use the Simple Order API to integrate
PIX by Iugu with their payment system.

Conventions

The following special statements are used in this document:

Important: An Important statement contains information essential to successfully
completing a task or learning a concept.

Related Documentation
Refer to these sites for technical documentation:

* Technical Documentation Portal: https://docs.cybersource.com/en/index.html

* Support Center: https://www.cybersource.com/en-us/support/technical-documentation.html

Customer Support
For support information about any service, visit the Support Center:

http://www.cybersource.com/support
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Introduction to PIX by lugu

PIX is a Brazilian alternative payment method created by the Central Bank of Brazil. PIX allows
customers to make instant payments on your e-commerce website using their checking account or
savings account.

[ugu is a platform that automates financial operations and online payments, approved by the Central
Bank of Brazil to allow e-commerce websites to generate the QR code and the copy-and-paste string
for PIX payments.

Supported Services

Cybersource supports sale, check status, and full refund payment services for PIX by lugu
transactions.

Requirements

You must obtain an Iugu account in order to begin processing PIX payments. Cybersource will send
you an email requesting all the necessary documentation for your PIX account to be created.

¢« Important: The account owner receives notification within 48 hours if the documentation
provided was accepted and approved. If the documentation is rejected, new submissions are
required until approval.
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PIX Transaction Workflow
This workflow describes a successful PIX transaction.

PIX Transaction Workflow
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10.

11.

12

. Customer chooses the goods to be purchased from your website and selects PIX by Iugu as

their payment method.

. Merchant sends a sale API request. See Sale (on page 9).
. Cybersource responds with a PENDING status, a PIX QR code, and a copy-and-paste string.

. Merchant displays the PIX QR code and the copy-and-paste string to the customer on the

merchant site.

. Customer uses their bank's mobile app to either scan the PIX QR code or enter the copy-and-

paste string to complete the checkout.

. Cybersource responds with a SETTLED webhook notification.
. Merchant displays confirmation of the completed payment to the customer.

. Merchant sends a check status API request when they are waiting on a webhook notification

and want to know if there is a status update for the payment. See Check Status (on page 17).

. Cybersource responds with a either a PENDING or SETTLED status.

Customer returns a purchased item.

Merchant sends a refund API request. See Refund (on page 26).

. Cybersource returns a REFUNDED status.

PIX by lugu Integration | Introduction to PIX by lugu | 8



Sale

When the customer makes a purchase on your site, you send the sale service request. This returns a
unique QR code and copy-and-paste string to the PIX transaction. The customer either scans the QR
code using their banking app, or copies and pastes the copy-and-paste string into their banking app
to confirm their payment.

Important: All sales must be at least $1 BRL.

Response Status
The sale service responds with one of these statuses:
* FAILED: the sale cannot be completed.

To understand why a transaction has failed, check the reasoncode field in the check status
response and see Reason Codes.

* PENDING: the payment is waiting for customer's approval. When you receive a pending status,
wait and request the check status service.

The sale service also responds with a reason code as the apAuthReply_reasonCode field value. For
more information on reason codes, see the Reason Codes for PIX for the Simple Order API (on page
32).

Endpoints

Set the apSaleService_run field to true and send the request to one of these endpoints:

Production: https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

Test: https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor

PIX by lugu Integration | Sale | 9
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Required Fields for a Sale

These fields are required in a sale request:

apPaymentType

Set the value of this field to PIX.
apSaleService_run

Set the value of this field to true.

billTo_email
merchantID
merchantReferenceCode

purchaseTotals_currency
Set the value of this field to BRL.

purchaseTotals_grandTotalAmount

Related information
API Field Reference for the Simple Order API
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Optional Fields for a Sale
These fields are optional in a sale request:
ap_sale_transaction_timeout
billTo_streetl
billTo_street2
billTo_city
billTo_country
billTo_district
billTo_state
billTo_postalCode
billTo_company
billTo_email
billTo_firstName
billTo_ipAddress
billTo_lastName
billTo_phoneNumber

item_#_productDescription

Replace the # character with the number @ and increase in numerical order for any
additional items.

item_#_quantity

Replace the # character with the number @ and increase in numerical order for any
additional items.

item_#_totalAmount

Replace the # character with the number @ and increase in numerical order for any
additional items.

item_#_unitPrice

Replace the # character with the number @ and increase in numerical order for any
additional items.

Related information
API Field Reference for the Simple Order API
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Line Items

PIX allows optional line items when you send a sale request. Line items are used to include
information about the goods that your customers purchase, such as product description, quantity,

and price.

Line items are represented as the item_#_ fields, starting with item_0_, and increasing in numerical

order.
These fields are required for each line item that you use:

item_#_productDescription

Brief description of item.
item_#_quantity

Quantity of the product.
item_#_totalAmount

Total amount for the items.
item_#_unitPrice

Per-item price of the product.

Including Line Items in a Service Request

This example shows three valid line items.

<item ="0">

<unitPrice>5.00</unitPrice>

<quantity>l</quantity>
<totalAmount>5.00</totalAmount>
<productDescription>Blue hat</productDescription>
</item>

<item ="1">

<unitPrice>7.50</unitPrice>

<quantity>2</quantity>
<totalAmount>15.00</totalAmount>
<productDescription>Medium hat</productDescription>
</item>

<item ="2">

<unitPrice»>10.00</unitPrice>
<quantity>3</quantity>
<totalAmount>30.00</totalAmount>
<productDescription>Large hat</productDescription>
</item>

PIX by lugu Integration | Sale | 12



Example: Processing a Sale Using the Simple Order API with
XML

Request
Use one of these production endpoints:

* https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

* https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor

Important: Use XML schema version 1.203 or newer.

<requestMessage ="urn:schemas-cybersource-com:transaction-data-1.203">
<merchantID>pspops_altpay tester</merchantID>
<merchantReferenceCode>iugupixrefnold</merchantReferenceCode>
<billTo>
<email>test@cybs.com</email>
</billTo>
<item id="0">
<unitPrice>5.00</unitPrice>
<quantity>1</quantity>
<totalAmount>5.00</totalAmount>
<productDescription>Blue hat</productDescription>
</item>
<item id="1">
<unitPrice>7.50</unitPrice>
<quantity>2</quantity>
<totalAmount>15.00</totalAmount>
<productDescription>Medium hat</productDescription>
</item>
<purchaseTotals>
<currency>BRL</currency>
<grandTotalAmount>20.00</grandTotalAmount>
</purchaseTotals>
<apPaymentType>PIX</apPaymentType>
<apSaleService ="true">
</apSaleService>
</requestMessage>
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Response

<replyMessage ="urn:schemas-cybersource-com:transaction-data-1.203">
<merchantReferenceCode>iugupixrefnold</merchantReferenceCode>
<requestID>6637054069676672404007</requestID>
<decision>ACCEPT</decision>
<reasonCode>100</reasonCode>

<requestToken>AxjnrwSTZ8ugx8BawconAL8ZYjWmdpw4jyoTBsojkVCMU32hfOCNeGTSTLOYr+4sEmz5dBj4C1
g5R0AAyxSR</requestToken>

<purchaseTotals>
<currency>BRL</currency>

</purchaseTotals>

<apReply>
<transactionExpirationDate>20221020</transactionExpirationDate>

</apReply>

<apSaleReply>
<reasonCode>100</reasonCode>
<paymentStatus>pending</paymentStatus>
<responseCode>00001</responseCode>

<merchantURL>https://faturas.iugu.com/iugu_pix/c23f73f4-6c70-4250-a270-53a3480a6739-9b
8d/test/qr_code</merchantURL>
<processorTransactionID>C23F73F46C704250A27053A3480A6739</processorTransactionID>
<reconciliationID>XFZ3Z88GJB0O6</reconciliationID>
<amount>20.00</amount>
<processorResponse>00001</processorResponse>
<dateTime>2022-09-20T20:23:287</dateTime>

<additionalData>http://faturas.iugu.com/iugu_pix/c23f73f4-6c70-4250-a270-53a3480a6739-9b
8d/test/pay</additionalData>
</apSaleReply>
</replyMessage>

Related reference
Reason Codes for PIX for the Simple Order API (on page 32)

PIX by lugu Integration | Sale | 14



Example: Processing a Sale Using the Simple Order API with
Name-Value Pairs

Request
Use one of these production endpoints:

* https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

* https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor

mer chant | D=j doe

nmer chant Ref er enceCode=TI QUG 2

bill To_email =t est @ybs. com

item O _quantity=2

itemO unitPrice=2.16

item O_total Anbunt =4. 32

item O _product Description=female skirt in blue and green
item1 quantity=2

item1 unitPrice=5.00

item1 total Anbunt =10. 00

item 1 productDescription=A small drone fly automatically
pur chaseTot al s_currency=BRL

pur chaseTot al s_grandTot al Anount =14. 32

apPaynment Type=PI X

apSal eServi ce_run=true

Response

reasonCode=100

apSal eRepl y_reasonCode=100

apSal eRepl y_anount =14. 32

apSal eRepl y_processor Response=00001

apSal eRepl y_processor Transact i onl D=ECB946F1C317431389FASE9C30B125B7
apSal eRepl y_reconci liationl D=TI GQUG65468Sal e

ner chant Ref er enceCode=TI GUG- 2

apSal eRepl y_dat eTi ne=2022-09- 01T22: 17: 51Z

deci si on=ACCEPT

apRepl y_transacti onExpirati onDat e=20221001

request | D=6620706694406146103008

apSal eRepl y_addi ti onal Dat a=http://

faturas.iugu. conmiugu_pi x/ ech946f 1-c317-4313- 89f a- 59¢c30b125b7- 6787/t est / pay
apSal eRepl y_paynent St at us=pendi ng

request Token=0

PIX by lugu Integration | Sale | 15
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pur chaseTot al s_currency=BRL
apSal eRepl y_mer chant URL=ht t ps: //
faturas.iugu. conliugu_pix/ech946f1-c317-4313- 89f a- 59c30b125b7-6787/test/ qr_code

Related reference
Reason Codes for PIX for the Simple Order API (on page 32)

PIX by lugu Integration | Sale | 16



Check Status

The check status service returns the current status of a PIX transaction.

When requesting the check status service, you must use the value of the requestID field from the
sale response as the value for the apCheckStatusService_checkStatusRequestID field.

Response Status
The check status service responds with one these statuses:

* ABANDONED: the customer did not complete the transaction within the time limit.

* FAILED: the sale cannot be completed. To understand why a transaction failed, check the
reasonCode field in the check status response and see Reason Codes.

* PENDING: payment is waiting for authentication or approval. When you receive a pending status,
wait and request the check status service again.

* REFUNDED: the refund is complete. The funds have been deposited to the customer's account.

* SETTLED: payment has been confirmed and the funds transferred from the customer to PIX. The
customer can receive the purchased goods.

The check status service also responds with a reason code as the apAuthReply_reasonCode field
value. For more information on reason codes, see the Reason Codes for PIX for the Simple Order API
(on page 32).

Endpoints

Set the apCheckStatusService_run field to true and send the request to one of these endpoints:

Production: https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

Test: https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor

PIX by lugu Integration | Check Status | 17
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Required Fields for a Check Status

These fields are required in a check status request:

apCheckStatusService_checkStatusRequestID

apCheckStatusService_run

Set the value of this field to true.
apPaymentType

Set the value of this field to PIX.

merchantID

merchantReferenceCode

Related information
API Field Reference for the Simple Order API
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Example: Processing a Check Status with XML

Request
Use one of these production endpoints:

* https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

* https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor

! Important: Use XML schema version 1.203 or newer.

<requestMessage ="urn:schemas-cybersource-com:transaction-data-1.203">
<merchantID>npr_iugu_occ</merchantID>
<merchantReferenceCode>iugupixrefnol23</merchantReferenceCode>

<apPaymentType>PIX</apPaymentType>

<apCheckStatusService ="true">
<checkStatusRequestID>6637054069676672404007</checkStatusRequestID>
</apCheckStatusService>

</requestMessage>

Response
<replyMessage ="urn:schemas-cybersource-com:transaction-data-1.203">

<merchantReferenceCode>iugupixrefnold</merchantReferenceCode>
<requestID>6637054588706739704009</requestID>
<decision>ACCEPT</decision>

<reasonCode>100</reasonCode>

<requestToken>AxjnrwSTZ8uin851i9DJAL8ZYjWmrVw4 jyLEWmMojkVCNKL2hfOCNeGTSTLOYr+4sEmz5dBj4C1
g5R0AAsxPw</requestToken>
<apCheckStatusReply>
<reasonCode>100</reasonCode>
<reconciliationID>XFZ5588GHXES</reconciliationID>
<paymentStatus>settled</paymentStatus>
<processorResponse>00004</processorResponse>
</apCheckStatusReply>
</replyMessage>

Related reference
Reason Codes for PIX for the Simple Order API (on page 32)
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Example: Processing a Check Status with Name-Value Pairs

Request
Use one of these production endpoints:

* https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

* https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor

mer chant | D=npr _i ugu_occ

nmer chant Ref er enceCode=TI QUG 2

apPaynment Type=PI X

apCheckSt at usServi ce_run=t rue

apCheckSt at usSer vi ce_checkSt at usRequest | D=6627479097176417403008

Response

apCheckSt at usRepl y_reasonCode=100

apCheckSt at usRepl y_processor Response=00001

reasonCode=100

deci si on=ACCEPT

request Token=Axj nr wSTZ0br kaObuAAAAL8r Ukx6sdk2at GOPRI x66f TD16c1Eci Px3K+0OLswRnl)yaSZe
j Fs59Ck2dGv6T+Juy AgAAAAPGI A

request | D=6627491460836591403008

apCheckSt at usRepl y_paynent St at us=pendi ng

Related reference
Reason Codes for PIX for the Simple Order API (on page 32)
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Webhooks

Webhooks are automated notifications generated by system events that occur in your organizations.
You can enroll in a sale or refund event and designate a URL to receive notifications when the event
updates.

! Important: Webhooks are only supported using the REST API. Pix by lugu payments are
only supported using the Simple Order API. Consider the different APIs when integrating
webhooks for Pix by lugu.

Notifications that contain sensitive, personally identifiable information, such as account numbers,
are sent using message-level encryption.

Transport Layer Security is required in order to ensure data integrity.

Response Status
Webhooks responds with one of these statuses:

* SETTLED

* CANCELLED

Webhooks API Developer Guide

For more information about webhooks and subscriptions, see Managing Subscriptions in the
Webhooks API Developer Guide.

Create New Webhooks

For more information about how to create an alternative payment notification webhook, see the
Create a Webhook in the Cybersource REST API Reference.
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Required Fields for Creating an Alternative Payment
Notification Webhook Using the REST API

Use these fields to create an alternative payment notification webhook.

healthCheckUrl
organizationld

products.eventTypes

Set the value of this field to payments.payments.updated.
products.productid

Set the value of this field to alternativePaymentMethods.
webhookUrl

PIX by lugu Integration | Webhooks | 22



Optional Fields for Creating an Alternative Payment
Notification Webhook Using the REST API

Use these optional fields to create an alternative payment notification webhook.

description
name

notificationScope.scopeData

Required if you submit the notificationScope.scope field. All organizations
subscribing to the webhook must be listed in the value, separated by commas.

notificationScope.scope
For more information, see Using the Notification Scope.

securityPolicy.securityType

securityPolicy.securityConfigurations.{propertyName}
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Example: Creating Alternative Payment Notification Webhooks
Using the REST API

Use these examples to create an alternative payment notification webhook.

Endpoints
* Production: https://api.cybersource.com/notification-subscriptions/v2/webhooks

* Test: https://apitest.cybersource.com/notification-subscriptions/vl/webhooks
Request

"name": "My Custom Webhook",
"description”: "Sample Webhook from Developer Center",
"organizationId": "organizationId",
"productId”: "alternativePaymentMethods",
"eventTypes": [
"payments.payments.updated”
1,
"webhookUrl": "https://MyWebhookServer.com:8443/simulateClient”,
"healthCheckUrl": "https://MyWebhookServer.com:8443/simulateClientHealthCheck",
"notificationScope": "SELF",
"retryPolicy": {
"algorithm": "ARITHMETIC",
"firstRetry": 1,
"interval": 1,
"numberOfRetries": 3,
"deactivateFlag": "false",
"repeatSequenceCount": 0,
"repeatSequenceWaitTime": @
¥
"securityPolicy": {
"securityType": "KEY",
"proxyType": "external"

}
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Encrypted Response

{
"event Type": "paynents. paynents. updated”,
"productld": "alternativePaynent Met hods",
"organi zati onld": "npr_iugu",
"transactionTracel d": "6584251287300178228949",
"payl oad":
"{CBC}

NL1LK67| HILQKad3qyhi | PoeDG Ho/ 6C | Z17HSC5YX9TQFI gCOnVPI 139knmB/ xi VCALGIUBY] gnmOEW0 3i
UXKy60g517eDi THv/ Cr qOpQO EzsOdt uTvYhri Xr pvQCF+Xxqf gTPPFyus/ 10/ Fl yEK7ZKI c66Dr mA3I f dI
YTpL7gl CAQ t @ MANGODFuU7JXaFy QahDar hFCPsvWMw RKOy OLwi hW 31 ClyPDY 1XA7XpTGo9kX3ABKzzZ
xKj HoC50YCh SL Q7 MPn N4 BND+Hs
+cU myzLYxf N7GSDShqzwhbJgXaKap T8I MeXUTI Pej yqGy CPagWNgZJFHx6q1OBIKB8XZ0pZI pT+v
+bMe5EnbQyvIN 6BIX1BBgqhvKmXr SqD16" ,
"metadata": {
"notificationTypelD': "5",
"notificati onReason": "paynent"

Decrypted Response

{
"id": "6584251287300178228949",
"reconcillationID": "85100194sale”,
"status": "settled",
"submitTimeUTC": "2022-07-21T17:38:48Z",
"clientReferencelnformation.code": "TC85100-1",
"orderInformation.amountDetails.totalAmount": "1999.99",
"orderInformation.amountDetails.currency": "BRL"

}
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Refund

The refund service uses the request ID value returned by the sale service to link the refund to the
payment.

Important: The payment status must be SETTLED before you refund a payment and return
funds to the customer's account.

When requesting the refund service, you must use the value in the requestID field from the sale
response for the apRefundService_refundRequestID field value.

Response Status
The refund service responds with one of these statuses:

* FAILED: the refund cannot be completed. No funds have been returned to the customer. Send the
refund service request again.

* REFUNDED: the refund is complete. The funds have been deposited to the customer’s account by
PIX.

The refund service also responds with a reason code as the apAuthReply_reasonCode field value.
For more information on reason codes, see the Reason Codes for PIX for the Simple Order API (on
page 32).

Endpoints

Set the apRefundService_run field to true and send the request to one of these endpoints:

Production: https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

Test: https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor
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Required Fields for a Refund

These fields are required in a refund request:
apPaymentType
Set the value of this field to PIX.

apRefundService_refundRequestID

apRefundService_run

Set the value of this field to true.
purchaseTotals_currency

Set the value of this field to BRL.

purchaseTotals_grandTotalAmount
merchantID

merchantReferenceCode

Related information
API Field Reference for the Simple Order API
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Example: Processing a Refund with XML

Request
Use one of these production endpoints:

* https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

* https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor

Important: Use XML schema version 1.203 or newer.

<requestMessage ="urn:schemas-cybersource-com:transaction-data-1.203">
<merchantID>npr_iugu_occ</merchantID>
<merchantReferenceCode>iugupixrefnol23</merchantReferenceCode>
<purchaseTotals>
<currency>BRL</currency>
<grandTotalAmount>20.00</grandTotalAmount>
</purchaseTotals>
<apPaymentType>PIX</apPaymentType>
<apRefundService ="true">
<refundRequestID>6637054069676672404007</refundRequestID>
</apRefundService>
</requestMessage>

Response

<replyMessage ="urn:schemas-cybersource-com:transaction-data-1.203">
<merchantReferenceCode>iugupixrefnold</merchantReferenceCode>
<requestID>6637055304926748604009</requestID>
<decision>ACCEPT</decision>
<reasonCode>100</reasonCode>

<requestToken>AxjnrwSTZ8ulKzRswfZpAL8ZYjWmdpw4jyoTBsojkVCOBr2hfOCNeGTSTLOYr+4sEmz5dBj4C1
g5R0AANXRT</requestToken>

<purchaseTotals>
<currency>BRL</currency>

</purchaseTotals>

<apRefundReply>
<reasonCode>100</reasonCode>
<transactionID>C23F73F46C704250A27053A3480A6739</transactionID>
<status>REFUNDED</status>
<processorResponse>00006</processorResponse>
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<amount>20.00</amount>
<dateTime>2022-09-20T20:25:51Z</dateTime>
<reconciliationID>XFZ3Z88GJBO6</reconciliationID>
<returnRef>XFZ3Z88GJIBOB</returnRef>
<paymentStatus>refunded</paymentStatus>
<responseCode>00006</responseCode>
</apRefundReply>
</replyMessage>

Related reference
Reason Codes for PIX for the Simple Order API (on page 32)
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Example: Processing a Refund with Name-Value Pairs

Request
Use one of these production endpoints:

* https://ics2ws.ic3.com/commerce/1.x/transactionProcessor

* https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor

mer chant | D=npr _i ugu_occ

nmer chant Ref er enceCode=TI QUG 2

pur chaseTot al s_currency=BRL

pur chaseTot al s_gr andTot al Anount =14. 32

apPaynment Type=PI X

apRef undSer vi ce_run=t rue

apRef undSer vi ce_r ef undRequest | D=6627479097176417403008

Response

apRef undRepl y_dat eTi ne=2022- 09- 09T19: 11: 03Z

deci si on=ACCEPT

apRef undRepl y_r et ur nRef =HB2JG7 TJUBPN

apRef undRepl y_anount =14. 32

apRef undRepl y_reasonCode=100

apRef undRepl y_st at us=REFUNDED

apRef undRepl y_paynent St at us=r ef unded

request | D=6627506619026899203008

pur chaseTot al s_currency=BRL

request Token=Axj nr wSTZ0cha/ hQc/ PAAL8ZY] Wrdl vSbRpci koj kR+k2f 2hdnCMy GTSTLOYt nPoUnze
01/ Sf xN2QEAAAaQuUW

apRef undRepl y_r esponseCode=00006

reasonCode=100

apRef undRepl y_transacti onl D=CDOFC199000A40349C70013835E18941
ner chant Ref er enceCode=TI GUG- 2

Related reference
Reason Codes for PIX for the Simple Order API (on page 32)
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Reference Information

This section contains reference information that is useful when integrating PIX by Iugu.

* Reason Codes for PIX for the Simple Order API (on page 32)

* Reporting (on page 36)
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Reason Codes for PIX for the Simple Order API

! Important: Response fields and reason codes can be added at any time. Therefore:

* You must parse the response data according to the names of the fields instead of the
field order in the response message. For more information about parsing response
fields, see the documentation for your client.

* Your error handler must be able to process new reason codes without problems.

* Your error handler must use the decision field to determine the result if it receives a
reason code that it does not recognize.

The following table describes the reason codes that are returned by the Simple Order API.
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Reason Codes

Reason Processor Response Code Description
Code
100 * 00000—status: completed. | Transaction was successful.

* 00001 —status: pending.

¢ 00002—status:
abandoned.

* 00003 —status:
authorized.

* 00004—status: settled.

* 00006—status: refunded.
* 00008—status: reversed.
* 00009—status: cancelled.
* 00010—status: accepted.

* 00011—status:
chargeback.

¢« 00012—status:
settle_initiated.

¢« 00013—status:
settle_accepted.

¢« 00014 —status:
refund_initiated.

* 00015—status: active.
* 00016—status: revoked.
* 00017 —status: expired.

¢ 00020—status:
refund_rejected.

101 Request is missing one or more required fields.
Examine the response fields missingField_0
through missingField_N to identify which fields are
missing. Resend the request with all the required
fields.
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Reason Codes (continued)

Reason Processor Response Code Description
Code
102 * 10000—status: failed. One or more fields in the request contain invalid

data. Examine the response fields invalidField_0
through invalidField_N to identify which fields are
invalid. Resend the request with valid data.

150 * 20000—status: failed. System error. You must design your transaction
management system to include a way to correctly
* 20001 —status: failed. handle system errors. Depending on which

payment processor is handling the transaction, the

error might indicate a valid Cybersource system

error, or it might indicate a processor rejection

because of invalid data. In either case, do not design

« 30100—status: failed. your system to endlessly try to resend a transaction
when a system error occurs. See the documentation
for the Cybersource client (SDK) that you are using
for important information about how to handle
system errors and retries.

* 20002—status: failed.

* 30000—status: failed.

151 Request was received but a server timeout
occurred. This error does not include timeouts
that occur between the client and the server.

To avoid duplicating the transaction, do not
resend the request until you have reviewed the
transaction status in the Business Center. See the
documentation for your Cybersource client for
information about handling retries in the case of
system errors.

152 Request was received, but a service did not
finish running in time. To avoid duplicating the
transaction, do not resend the request until
you have reviewed the transaction status in the
Business Center. See the documentation for your
Cybersource client for information about handling
retries in the case of system errors.

153 Your account is not enabled for the OCT service.
Contact customer support to have your account
enabled for this service.

202 Payment method is expired. You might also receive
this value if the expiration date that you provided
does not match the date that the issuing bank has
on file. Request a different form of payment.

PIX by lugu Integration | Reference Information | 34



Reason Codes (continued)

Reason Processor Response Code Description
Code
203 * 30200—status: failed. Payment method was declined. No other
information was provided by the issuing bank.
* 30400—status: failed. Request a different form of payment.

* 30500—status: failed.

204 * 30350—status: failed. Account does not contain sufficient funds. Request
a different form of payment.

223 * 30600—status: failed. Processor declined the transaction due to tax errors

or government compliance errors.
* 30700—status: failed.

233 » 30600—status: failed. Processor declined the payment method. For
more information about the decline, search for
* 30700—status: failed. the transaction in the Business Center and view
the transaction details. Request a different form of
payment.

Related information
Getting Started with Cybersource Advanced for the Simple Order API
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Reporting

You can generate various types of reports for your financial and reconciliation data. For more
information on how to generate these reports, see the Reporting User Guide.

The Reporting User Guide contains these relevant topics:

* How and When Reports Are Generated
» Downloading Available Reports

* Subscribing to Standard Reports

Additional Resources

For additional information about how to use the Business Center, see these helpful resources.

Business Center Overview

For an overview of the various resources available in the Business Center, see this
YouTube video: https://www.youtube.com/watch?v=UDmAWGHPbWs

Business Center Navigation

For a step-by-step demonstration of how to navigate in the Business Center, see this
YouTube video:

https://www.youtube.com/watch?v=2qi_g2DParI

Managing Report Subscriptions

For an overview of how to manage report subscriptions in the Downloadable Reports
section in the Business Center, see this YouTube video:

https://www.youtube.com/watch?v=tF1lmkXtvxWE

Downloading Reports

For an overview of how to download available reports in the Reports section in the
Business Center, see this YouTube video:

https://www.youtube.com/watch?v=E@s1UYjIvmw
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