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Paze Integration Guide

This section describes how to use this guide and where to find further information.

Audience and Purpose

The Paze Integration Guide is for banks and credit unions that want to offer the Paze online
checkout experience and process Paze digital wallet payments through Cybersource. The
guide describes how to process and search for Paze transactions. Processing is described for
Paze digital wallet payment authorizations. The method you use to extract and decrypt Paze
payment data depends on how you integrated Paze into your system.

Conventions

! Important: An Important statement contains information essential to

successfully completing atask or learning a concept.

Related Documentation

Visit the Cybersource documentation hub to find additional technical documentation.

Customer Support
For support information about any service, visit the Support Center:

http://support.visaacceptance.com
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Recent Revisions to This Document

25.06.01

Initial release.
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Introduction to Paze

Paze is an online checkout option, or digital wallet, that enables you to offer customers afast and secure
way to make purchases online. If you integrate Paze into your ecommerce page, you can process Paze
transactions in the same manner as your standard card processing and you have access to the consumers
enrolled in Paze.

This guide describes how to submit transactions that originate from the Paze payment method to the
Cybersource system for authorization.

Two Paze Decryption Methods

Integration hooks for two Paze decryption methods are built into the Cybersource payment management
platform. The two decryption methods—merchant decryption and Cybersource decryption—handle Paze
encrypted payment data differently. Y ou will integrate the decryption method that best suits your technical
development environment in terms of desired degree of exposure to, or control over, sensitive payment
information.

! Important: The Paze decryption method that you integrate determines how you will format your
API request messages when you authorize a payment.

Merchant decryption

For merchant decryption, you (the merchant or the integrator) are responsible for the
generation of the payment encryption keys, decryption of the payment response payload
from Paze, and mapping the information—including the Paze payment token—to the
corresponding Cybersource REST API fields for an authorization request. With merchant
decryption, payment instrument details remain visible to you, and you control the technical
development that decrypts this information.

Cybersource decryption

For Cybersource decryption, you integrate the Paze wallet directly on your checkout page.
Cybersource creates and manages the Paze decryption keys and extracts and decrypts the
sensitive payment information on your behalf. Having Cybersource process your Paze
transactions reduces your PCI compliance burden. For information about the PCI Data
Security Standard (DSS), see the PCI Security Standards Council.

Important: The Paze decryption method that you integrate determines how you will format your
API request messages when you authorize a payment.
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Supported Payment Cards

Cybersource supports these cards with Paze on the Visa Platform Connect payment gateway, provided that
the cards are enrolled in Paze with participating banks and credit unions:

» Mastercard

*Visa

Paze | Introduction to Paze | 7



Getting Started with Paze

This section covers information you need to know before you begin to integrate Paze into your system:

* Requirements for integrating Paze

« Steps for integrating Paze

Requirements for Integrating Paze Into Your System

* Client ID. Y ou have obtained a client 1D from Cybersource.
« Acquirer. You have an active contract with the acquirer.
» Payment processor. Y ou are registered with a payment processor that connects with the acquirer.

* Processor and acquirer relationship. An acquirer might require you to use a payment processor
that has an existing relationship with the acquirer.

For an overview of merchant financial institutions (acquirers), customer financial institutions (issuers),

payment networks, and payment processors that work together to enable payment services, see the
Payments Developer Guide.

Obtain the Merchant Client ID for the Paze Service

Follow these steps to obtain the merchant's client ID for the Paze service:

1. In the left navigation panel, click the Payment Configuration icon.
2. Click Digital Payment Solutions. The Digital Payment Solutions page appears.

3. Click Configure next to the product name Paze. The Paze Configuration page appears.
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} Tools
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lop Anaytics

é Payment Configuration

Digital Payment Solutions

Key Management

Webhook Settings

Unified Checkout

@ Account Msnagement

Secure Acceptance Settings

v

Payer Authentication Configuration

v

{iDotbank Dotbank Services

Portfolio |0 partnerorg02 |

Payment Configuration / Digital Payment Solutions
Paze Configuration @

Enter merchant details

Fields marked with a * are required.

Merchant legal name*

Amazon.com LLC |

Merchant URL*

amazon.com |

By submitting the details above, | affirm that my organization: (i) has an agreement in place governing its use of Paze service;
(i) shall comply with Paze requi and will i Paze ion method as per Paze specifications; and (iii) shall

comply with the Terms & Conditions available here.*
Cancel

@ Support v ﬂ Notifications w 8 shpandya v

® Help

4. Enter the merchant's legal name and the merchant URL.

Paze | Getting Started with Paze | 9



5. Select the checkbox to indicate that the organization's agreements with these terms: (i) the
organization has an agreement in place governing its use of the Paze service; (ii) the organization
will comply with Paze requirements and will implement the Paze transaction method as per Paze
specifications; and (iii) the organization will comply with the Terms and Conditions that are linked
in the Paze Configuration page.

6. Click Save. The merchant's client ID appears on the page. The client ID can be used to enable Paze.

:iDotbank Dotbank Services @ st v ) Notifations v R shoendya v
Q Dashboard . .
@ Paze configuration is successful. X
§] imoicing v
Payment Configuration / Digital Payment ®
g Virtual Terminal v
Paze Configuration
Transaction Management v
Merchant details
@ Fraud Management v
Token Management v Merchant legal name
Amazon.com LLC
Pay by Link
@ Au v Merchant URL
E Recurring Billing v amazon.com
By submitting s above, | affirm that my organization: (i) has an agreement in place governing its use of Paze service;
@ Davios Mmagemant R s and will implement Paze transaction method as per Paze specifications; and (ifi) shall

B Tods v

Please use your Client ID below to enable Paze:
{}I Portfolio Management v

B o . A238999
[M Analytics v m

@ Payment Configuration A

Digital Payment Solutions

Key Management

Payer Authentication Configuration
Secure Acceptance Settings
Webhook Settings

Unified Checkout

@ Account Management v

Merchant Decryption Requires Generation of a Key Pair

Important: For merchant decryption only, you must generate a public/private key pair based on
your merchant client ID.
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Paze Response to a Complete API Call

After a customer finalizes a purchase using the Paze button on your checkout page, you invoke the
Paze Complete JavaScript SDK API to initiate the transaction. Paze responds by sending an encrypted
payment response payload in a JSON Web Encryption (JWE) data object. The payload contains the
cryptograms, network tokens, electronic commerce indicators (ECI), and other payment instrument
data required to compl ete the payment. The payment data is a Base64-encoded value contained in the
response.completeResponse property.

If you integrated the Cybersource decryption method for Paze, Cybersource decrypts the Base64-encoded
data on your behalf.

This code example shows a Paze response to a Complete API call:

"request": {
"transacti onType": "PURCHASE",
"enhancedTr ansacti onData": {},
"transacti onOptions": {
"billingPreference": "ALL",
"mer chant Cat egor yCode": "5940",
"payl oadTypel ndi cat or": " PAYNMENT"
e
"transactionVal ue": ({
"transacti onAnmount": "100. 95",
"transacti onCurrencyCode": "USD"
e
"sessionld": "f2559bc7-f8c2-4a02-ad4al- 5a89ea44cd81"
e
"response": {
"conpl et eResponse”:

"eyJhdWQ O JmaWkl O wXC8i LCIr aWQ O JkZTkxM2E3NS020W 1LTRkZTQ YWIi OS03YmNmMTJi Yj cx
MDA LCIpc3M G JodHRwezpecLlwc2FuZzGveCokaWlpdGFsd2FsbGVOLmvhenk5d2Fybm uzy5j b20i LC
JOeXAi G JKV1Q LCII eHA g E20DYxNzAWNzks| m hdCl 6MTYANTK5Nz I 30Swi YWknl j oi U MyNTYi LCJq
dCki O | 1QzdCODRCQ RDVDBniMTdniZj MBYS1I ODESLTMIMDQE NGQAYiI OxZmvE ODdkY]j | kMDI i f Q. ey JwYXI
sb2FkSWQ O | 1QzdCODRCQ RDVDBrMTdnZj M3YS1l ODESLTMOMDQ NGQWYi 0xZmive ODdkYj | kWDl i LCIzZ
XNzaWpuSWQ G JmV ULOMj Ny 1mOGWMyLTRhMDI t YTRhMS01YTg5ZWEONGNK ODEi LCJzZWN1cnivk UGF5b (9
hzCl 61 mMv5SnhkV1Fp T2l KbW-XeGxPbHd2WEMAaUx DSNJhV1Fp T2l KanvXSnpMWz FwMk MkaUx UQxhJaXdpY
VhCekl gb2l hSFI wyOhNNI hDOANMMD50YmLSaW zZ3VaR2xuYVhSaG&l | ZCGhi R3hsZEMLbFI YSnNI WGRo Y20
1cG&Jt Y3VZM | OSW 3aVkz U VlanBpU2xkVUl pd2l kSGx3SWvaVNsZFVJaXdpW clakl gb2l RVEkKxTnt kR
FRTSXNJbVYOYONJ Nk 1UWIRCak Uz TURBMDOTd2l hVOYWSWveE5qZz FPVGsz TWj NUx DShi R2NpT21 KU1U
WRXRUMEZ GVUMwe US UWN MO px ZEdr aU9pSTFRenRDTORSQLFqUKRNREJt TVRkbVpgTTNZUz Fs TORFNUx UT
TBNRFFOTkdRd1l pMHhabU16 TORkall qbG NREI pZI EUTUF1YXp2M pgqQowYkZf Vj VqZ25YVTd2ZE5UUVp
UNVONSC11eVhQYON2ek FENKI 1ZXZj OTEwdUxmiVRI t dnNPMzZhQzdganFaVG& JOTNMUA4ak VGd 1 UWVDJI BS
O5NUVOT V11 zTHhf bXVgYnNWR1k4bWB6 QR Z3RWYz Nmh2e mZ X\WC1 L SEx SbkNSZHRAe FOFOTZ2bj RYMLN2X1B
YYVdJSI Ns SWhj e VF50Ux| Xz1 XW/ZFRnVHSDRBA3E3MGZNS29KAH@B TVox ZWFGaW COESBTFJ YZUZUW 00e
GVUNFI 6VzhnVOpYVHhf ZTNHc 3doNOd5RVOWZDhuT2hr c FJTROt SUkkwS1hwSk9xV1JURj RVcEVPX09zdnivi
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yVmxd3l OLWRz UOVnalt Qc UF5Mz Nz TzRSbOpKeDl xZ0W0e U5z dnmb ONDRJI bOwy ¢ HFnW ZKe DZHd DBZWGh Re
j YXM FBLnNx YOxJc XRDVEpWek pLcWUURLEt d1E1bUl yZnt LRMGX2FYNKkX | ZzZnd2FuTl FRAnFWFpQvVd

neURW Vj d2Rzb1JyazczZ1FnmdzduU21ROnRoNSO04MJdLcnl MnFDLURge ThqUk04WrE2MFINd25CGdENI a
3NoVy03Qnt Ccl | SZXFGNnJERWI VEg3TnRHYnpnenVhRMMNgbUNt eUgy Q@ ZFYj JARXRRV3BI Tnl nTWAr QOF
KRmyx LXBwSUx J Uk | 5Vj JCVDRvd3pNYXN) UHFs QLVPR3I 3UDOWWE BOWRt el RCQ At eU92RU9qUEhFbDhGO
U yYOQzMLZt aGRVZz IMeXdFMNLVO53al cybTIMII FINWWSONI W 1WRVU3MELxc1VhZ1l j Y3hBZnFkRnh
5N3MyW 0t QR5NbEVubj FhaUt UNUVYWGhGNKSLTL1 whj Z5eHhsUExsOM6ej ZWK3Ni Rj ZSaz V1MBInRDhDO
VU3U1dPb2Uy YNl eVl | Nl VWOE04VzI r QylpeTJ3amiy SEdy Tk VMPOFOMTRI UTdxej | 3Nl VCeFF6V21TVOR
yZmJ1S19f encxcEhj MkRFdI g5Zkt DNmxJVUg2c 2xWanBpU2N3MUFMNW nSmhEM FNZ2pj Unf Tnox UHgy 'Y
09Fc Ux DX1INQTj JzWDMAVFRuYUc x W9JZVKkObOpObTI US2di QLEzSU9pdH FYI FJc@qSU HVHBvY VNt Ye Gx
OVEENKOURCWApg SDNxanNTTTJRCHdI dl Ezcj U3WDdt LXd4anphTDVMINZWNVWRNVTQAUndj X1YxZKkFhZ3pxT
1BobXNvel dhbnt4dnEyNHZoYI Fi NXZx NHVFdXBLUOV6an@W FLM2k2SS1l ZExCW hYT3VsOFk5¢cFoOM M
2el B5S30y TFZ4Y3JxMhl XNDAdOVnpMWmhZZj RmifWiucj hUvkNz WJ HVzhhNDcy CEdVakt XMVDZOR1aDl xM
C1WXZj alpnR244bTJIYREFOdmKUUkhSeGL6c3Zr N1 OTGINVO53TONpZORuckdCU3I gL UsUd XVx MBBGNV
| V1kyMIrusd2t Nc HNVe FdAGRkZRTnVi ZG&Zz SXBxdUpk LWB1OHp WSk U4 T2x ONmhBQ2gt V1huenpnOClpY1BBM
Vozekl KVGd1bF9Wek px OUpDdz d5WrEt eW wQ2RI WEVMT0s5QLdl Od GRWh6d2hz TWOn RDEWQUZCUGE GYUY
5bFZyW Jsc2p SWAF6dGohbk RONERXd3J1dTROdOpCSI | CaFFIWDNHTOVHVKImX1hgM h3ME95aWyRTdnO
UQzZj | 2TUdPb2t 5b Xl KRTA2Nj VXc1l yM | zbV9yeURpdzNnZGEz TUp4M2wy Y] BWYmhr aFRuSVdy LWhi US|

j TXRxV2l QvTJI3VzIl 5TXRt Q hPdENmMWAZUMTL3bFIYY2dneFd3NnQy N JSSnYt WKE1VTBvdWE1a1Z3bW od
TN2alMvakhMY3dqUkZxe USESkp6OTI FdUFoaUUOUnR3MVBk ZWU2c HASTj Js Xz RHSE9 OVHAW/F9y Z0t vekd
2US1UU3pYNGRUT]j AyZj V2¢3dTZnZMITI gVWEz ZEpab0J2MFI 4UG4Az CELUYI ASMGLMeUBZzZWIhW 03Zj | vd
WZuMIZxdTl ZR2dabj glaz BWMWRL THZVUO5t d GRGNmMJ EQmivwd Ot 5T3p3c UNNRd| SnAt NKJ USXpXZGR5TW
alkdJQ INVAAWKN2 SXpt ZI NHT3UxWHpk ZFhhbXZ3722ZwSk hHdUhgRDA4dnFMZKRVZTVTNKI mRVOCZDVI e
XkyZUo4nFWeEhr dl RJaOh1bEVI ekNJVGx2bHdi UTI 2b1BYcz JUQXF4ZExoek43VEl RTI 9FRUpoUHg 10w
ZZUL1DY2Fr MFJyZ253V01TZnbXY3VWZn 3NNNSVTZ0oa05x YOJUWHZBek10Zkx CQ21 Oaj | HaG9v NE4z NURFb
WBf NkZXdUVKTOY5¢c TMBYVRCR] hpVVEQORWZVa19NODV3N hFSG01eFNPZCGhz TENSUHRobkI 3VI | ScnJSTDV
ZOHhRUK VECVpHVHR2TI VudIl 95UHZaQz1 t NzJUaW/Panpl ZXg3Y204aldFeWWHRORI Q25uTEl 4YkR6VzBI N
A00YmIr TENaVVAL Vj dESVRBYk9qSEh4VWgwbmRxc C12bnFkZFc4 X0FUc TVqaXBZal AOYkQOOG keFN2VWH

VQkpJINDkt TFI | ZI 92VmhnVzh1U2t j W Et UW ybThaRl pCTEFXUnF2M ZuSkt 3cj FEWJdr X2xVZVZwb G d
[ 9LdXI 1VVBFNVUy Yl | EAVNUTNt | VGVhNz ZsaWloc DRuYnk 1QmmwTiJz bl hGR1puc VUAMLNVRDAK SFOGYI R
3UCGoxZzFOYVg1lbTl zazZl c TNhcEt XWEZ5VNnpNZGOBbVZgQRI YWhl t TUxnbFI UMHp FVUNKanNLNz J GVIN3X
3RNZ3NCa3p3VmLKW/I 0VWJIPbUx 5L XMOMZX OTl ULWRE VHFLMAJ MRWIWYUISKTK ZFVI | XOHcz VW Vd2F\WiDh
kMLR3azBf STVqZ1l sNzNLeFJZZVhFdVWWoNOd4ZFhXYXNhdk Mk TVRPXz| wcOVNeVI 4S| | CWFJwecnBaeVBpZ
2N6aGRi ¢24wWR2pDb09CQz hVWhox OG5z enFWAHNOUGIXdI dgeHIqdmhndOl FMTESY0ZI Q 9PWnl GSOFwWRXJ

PWFFAMKxMekl VNI 9gS2dr S2dJaz Uz RGLTdWWoaGLWaWin YUSORHI y NmB3W FQVDQLaFVgL W9t VERqUDNZV
Xpf eEZ4QXV6Cc GYSM2E4SkWWei 12d&Z6 ZUx RVWFQCHRTc VFKNHB2TFRI U2FGOW PR2IWZZB2SG | bHFNYmN
NRDB2OTJneTVFckloaTczZndWRj Fj bDI xYOdj Nk5RckcyQTNx Sz F2SWRs Mz Vo Sk Y5ZEYwROJac Ut KeGL30
TIf k90bHpy RUXQVHVI YXhZaEYt ZUNOUHN4ZXd QUDZWZC5J ¢ ESWQURNNndOMDVNZUJaODRxOWINl n0. | | G
8pQpvpgMsalkl r xdk YBOVUbKYORNA i Qc25El dokHh5naJ EGhQ2s X4NWZrmunt bt 12adLqsoJ6H3x98(Q6D
nGJ- _wWWOBYm Opl U2f kV- VI e_gbOLY4ZyxMc01bf 1gH8t ZI - | CyALr | eHP73R- cFKi j TGOnguob1TFBOE
00j oKcVI MgwC46k6F1t | EQGR- cZSaPhM i i j v4AXs6XQ vWUYWCVGAIKedj UWMMM3VEYEROR3t f LUK2f Zi A
ORUBA"

}
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Depending on the Paze decryption method you integrated into your system, the payment bundle is
decrypted and then used to make the authorization request to Cybersource. Cybersource then forwards
the information to the payment network, which includes your processor and the relevant payment card

company:
Merchant decryption

If you use the merchant decryption method, send the decrypted payment details to
Cybersource in the paymentInformation.tokenizedCard fields of the authorization
request that you send to Cybersource.

For detailed information, see Processing Paze Transactions with Merchant Decryption (on
page 14).

Cybersource decryption

If you integrated the Cybersource decryption method, send the encrypted payment object
to Cybersource in the paymentinformation.fluidData.value field of the authorization
request that you send to Cybersource.

For detailed information, see Processing Paze Transactions with Cybersource Decryption
(on page 24).

Paze | Paze Response to a Complete API Call | 13



Processing Paze Transactions with Merchant
Decryption

When you use the merchant decryption method, you are responsible for creating and managing the Paze
decryption keys, extracting and decrypting payment information from the Paze payload, and mapping the
required information to the Cybersource REST API fields for an authorization request.

This section of the guide shows you how to authorize Paze transactions using merchant decryption:

» How to authorize a Mastercard payment on Paze with merchant decryption

» How to authorize a Visa payment on Paze with merchant decryption

Authorize a Mastercard Payment on Paze with Merchant
Decryption

Thetopicsin this section show you how to authorize a Mastercard payment on Paze using the merchant
decryption method.

Basic Steps: Authorizing a Mastercard Payment on Paze with
Merchant Decryption

Follow these steps to request a Paze payment authorization with merchant decryption for Mastercard:
1. Create the request message with the required REST AP fields.

o Usethe API fields listed in Required Fields for Authorizing a Mastercard Payment on Paze
with Merchant Decryption (on page 15).

o Refer to the example in REST Example: Authorize a Mastercard Payment on Paze with
Merchant Decryption (on page 16).

2. Send the message to one of these endpoints:
> Production: POST https://api.cybersource.com/pts/v2/payments
o Test: POST https://apitest.cybersource.com/pts/v2/payments

3. Verify the response messages to make sure that the request was successful.
A 200-level HTTP response code indicates success. See the Transaction Response Codes.
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Required Fields for Authorizing a Mastercard Payment on Paze with
Merchant Decryption

As abest practice, include these REST API fieldsin your request for an authorization with the merchant
decryption implementation of Paze for Mastercard.

Important: Depending on your processor, your geographic location, and whether the relaxed
address verification system (RAVYS) is enabled for your account, some of these fields might not
be required. It isyour responsibility to determine whether an API field can be omitted from the
transaction you are requesting.

For information about the relaxed requirements for address data and expiration dates in payment
transactions, see the Payments Developer Guide.

clientReferencelnformation.code

consumerAuthenticationInformation.ucafAuthenticationData

Set thisfield to the Token Secure cryptogram.
consumerAuthenticationInformation.ucafCollectionIndicator

Set thisfield to 2 for aMastercard payment on Paze using merchant decryption.

orderInformation.amountDetails.currency
orderInformation.amountDetails.total Amount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode

paymentinformation.tokenizedCard.cryptogram

Set thisfield to the network token cryptogram.
paymentinformation.tokenizedCard.expirationMonth

Set thisfield to the value from the payment network token expiration month.

paymentinformation.tokenizedCard.expirationYear
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Set thisfield to the value from the payment network token expiration year.
paymentinformation.tokenizedCard.number

Set thisfield to the payment network token value.
paymentinformation.tokenizedCard.transactionType

Set thisfield to 1.
paymentInformation.tokenizedCard.type

Set thisfield to ee2 for Mastercard.
processingInformation.commercelndicator

Set thisfield to spa.
processingInformation.paymentSolution

Set thisfield to 829 to specify the Paze payment solution.

REST Example: Authorize a Mastercard Payment on Paze with
Merchant Decryption

Request

{

"clientReferencel nformation": {
"code": "1234567890"
s
"processi nglnformation": {
"paynent Sol uti on": "029",
“conmer cel ndi cator": "spa"
s
"paynent | nformation": {
"t okeni zedCard": {
"nunber": "5432543254325432",
"expirati onMonth": "12",

"expirationYear": "2031",

"cryptogrant': " ABCDEFabcdef ABCDEFabcdef 0987654321234567",
"transacti onType": "1",

"type": "002"

}
s
"orderInformation": {
"anmount Detai |l s": {
“total Anpunt": "100. 00",
"currency": "USD'

}
"billTo": {

Paze | Processing Paze Transactions with Merchant Decryption | 16


https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-tokenized-card-num.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-tokenized-card-txn-type.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-tokenized-card-type-a.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-commerce-ind.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-payment-solution.html

"firstName": "Mya",

"l ast Nane": "Lee",

"address1": "123Mai nSt",
"locality": "SoneCity",

"admini strativeArea": "CA"
"post al Code": "94404",
"country": "US",

"email": "maya.lee@nuail.world"

}
H

"consumner Aut henti cati onl nf or mati on"
"ucaf Aut henti cati onDat a"

"ucaf Col | ecti onl ndi cator": "2"

Response to a Successful Request

_links": {

"aut hReversal ": {
"met hod": "POST",

"href":

s

"sel f": {
“met hod": "GET",
"href":

s

"capture": {
"met hod": "POST",

“href":

}
b

“clientReferencel nformation": {
"code": "1234567890"

}
"id

"6234236182176225003004",

"orderInformation": {
"anmount Detai |l s": {
"aut hori zedAnount": "100. 00"
"currency": "USD'

}
b

"paynent | nformation": {
"t okeni zedCard": {
"expirationYear": "2031",
"prefix": "543254",

{

" ABCDEFabcdef ABCDEFabcdef 0987654321234567"

"/ pts/v2/ paynent s/ 6234236182176225003004/ r ever sal s"

"/ pts/v2/ payment s/ 6234236182176225003004"

"/ pts/v2/ paynent s/ 6234236182176225003004/ capt ur es"
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“expirati onMonth": "12",
"suffix": "5432",

n t ypell : n 002"
}
"card": {

n t ypell : n 002"
}

}

"poi nt O Sal el nformation": {
"termnal ld": "111111"

}

"processingl nformation": {
"paynent Sol ution": "029"

}

"processor|nformation": {
"approval Code": "888888",

"net wor kTr ansactionld": "123456789619999",

"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I|1"
}
(¥
"reconciliationld": "757297600PN67ZFV",
"status": "AUTHORI ZED',
"subm t Ti meUtc": "2021-06-11T15: 00: 182"
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Authorize a Visa Payment on Paze with Merchant Decryption

Thetopicsin this section show you how to authorize a Visa payment on Paze using the merchant
decryption method.

Basic Steps: Authorizing a Visa Payment on Paze with Merchant
Decryption

Follow these steps to request a Paze payment authorization with merchant decryption for Visa:
1. Create the request message with the required REST API fields.

> Usethe API fields listed in Required Fields for Authorizing a Visa Payment on Paze with
Merchant Decryption (on page 19).

o Refer to the example in REST Example: Authorize a Visa Payment on Paze with Merchant
Decryption (on page 21).

2. Send the message to one of these endpoints:
o Production: POST https://api.cybersource.com/pts/v2/payments
o Test: POST https://apitest.cybersource.com/pts/v2/payments

3. Verify the response messages to make sure that the request was successful.
A 200-level HTTP response code indicates success. See the Transaction Response Codes.

Required Fields for Authorizing a Visa Payment on Paze with
Merchant Decryption

As abest practice, include these REST API fieldsin your request for an authorization with the merchant
decryption implementation of Paze for Visa.

Important: Depending on your processor, your geographic location, and whether the relaxed
address verification system (RAVYS) is enabled for your account, some of these fields might not
be required. It is your responsibility to determine whether an API field can be omitted from the
transaction you are requesting.

For information about the relaxed requirements for address data and expiration dates in payment
transactions, see the Payments Developer Guide.

clientReferencelnformation.code

Paze | Processing Paze Transactions with Merchant Decryption | 19


https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/payments/developer/ctv/rest/payments/payments-intro.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-code.html

consumerAuthenticationInformation.ecommercelndicator
Set thisfield to vbv.

orderInformation.amountDetails.currency
orderInformation.amountDetails.total Amount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode

paymentInformation.tokenizedCard.cryptogram

Set thisfield to the network token cryptogram.
paymentinformation.tokenizedCard.expirationMonth

Set thisfield to the value from the payment network token expiration month.
paymentinformation.tokenizedCard.expirationYear

Set thisfield to the value from the payment network token expiration year.
paymentinformation.tokenizedCard.number

Set thisfield to the payment network token value.
paymentInformation.tokenizedCard.transactionType

Set thisfield to 1.
paymentInformation.tokenizedCard.type

Set thisfield to ee1 for Visa
processingInformation.commercelndicator

The mandate to use 3-D Secure for Paze transactions varies by geographic location. For
Visacard transactions, 3-D Secure is called Visa Secure.

« |f the transaction does not use 3-D Secure, set thisfield to the ECI value contained in
the Paze response payload.

« |f the transaction uses 3-D Secure, set thisfield to vbv.

processingInformation.paymentSolution
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Set thisfield to 829 to specify the Paze payment solution.

REST Example: Authorize a Visa Payment on Paze with Merchant
Decryption

Request

"clientReferencel nformation": {
"code": "1234567890"
s
"processi nglnformation": {
"paynent Sol uti on": "029",
“conmer cel ndi cator": "vbv"
s
"paynent | nformation": {
"t okeni zedCard": {
"nunmber": "4111111111111111",
"expirati onMonth": "12",

"expirationYear": "2031",

"cryptogram': "AceY+i gABPs3j dwNaDg3MAACAAA="
"transacti onType": "1",

"type": "001"

}
s
"orderInformation": {
"anmount Detai |l s": {
“total Anpunt": "100. 00",
"currency": "USD'

s
"bill To": {
"firstNane": "Mya",
"l ast Nane": "Lee",
"address1": "123 Main St",
"locality": "SomeCity",
"adm ni strativeArea": "CA",
"post al Code": "94404",
“country": "US",
"email": "maya.lee@nuail.world"
}

}

"consuner Aut henti cati onl nformati on": {
"cavv": "AceY+i gABPs3j dwNaDg3MAACAAA="
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynent s/ 6234236182176225003004/ r ever sal s"

b
"sel f": {

"nmet hod": "GET",

“href": "/pts/v2/ payment s/ 6234236182176225003004"
b

"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynent s/ 6234236182176225003004/ capt ur es"

}
1
"clientReferencel nformation": {
"code": "1234567890"
1
"id": "6234236182176225003004",
"orderInformtion": ({
"amount Detai | s": {
"aut hori zedAnmount": "100. 00"
"currency": "USD'

}
1
"paynent | nformation": {

"t okeni zedCard": {
"expirationYear": "2031",
"prefix": "411111",
"expirationMonth": "12"
"suffix": "1111",

"type": "029"
} y
"card": {
"type": "029"
}

s

"poi nt Of Sal el nformation": {
“termnal ld": "111111"

s

"processi ngl nformation": {
"paynent Sol uti on": "029"

s

"processorlnformation": {
"approval Code": "888888"
"networ kTransactionld": "123456789619999"
"transactionld": "123456789619999"
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"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I|1"
}
(¥
"reconciliationld": "757297600PN67ZFV",
"status": "AUTHORI ZED',
"subm t Ti meUtc": "2021-06-11T15: 00: 182"
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Processing Paze Transactions with Cybersource
Decryption

When you use the Cybersource decryption method, Cybersource creates and manages the Paze decryption
keys and decrypts and extracts payment information from the Paze payload on behalf of the merchant.

Y ou are responsible for mapping the required information to the Cybersource REST API fields for an
authorization request.

This section of the guide shows you how to process Paze transactions using the Cybersource decryption
method:

» How to authorize a Mastercard payment on Paze with Cybersource decryption

» How to authorize a Visa payment on Paze with Cybersource decryption

Authorize a Mastercard Payment on Paze with Cybersource
Decryption

Thetopicsin this section show you how to authorize a Mastercard payment on Paze using the Cybersource
decryption method.

Basic Steps: Authorizing a Mastercard Payment on Paze with
Cybersource Decryption

Follow these steps to request a Paze payment authorization with Cybersource decryption for Mastercard:
1. Create the request message with the required REST AP fields.

o Usethe API fields listed in Required Fields for Authorizing a Mastercard Payment on Paze
with Cybersource Decryption (on page 25).

o Refer to the example in REST Example: Authorize a Mastercard Payment on Paze with
Cybersource Decryption (on page 26).

2. Send the message to one of these endpoints:
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o Production: POST https://api.cybersource.com/pts/v2/payments
o Test: POST https://apitest.cybersource.com/pts/v2/payments

3. Verify the response messages to make sure that the request was successful.
A 200-level HTTP response code indicates success. See the Transaction Response Codes.

Required Fields for Authorizing a Mastercard Payment on Paze with
Cybersource Decryption

As abest practice, include these REST API fieldsin your request for an authorization with the
Cybersource decryption implementation of Paze for Mastercard.

Important: Depending on your processor, your geographic location, and whether the relaxed
address verification system (RAVYS) is enabled for your account, some of these fields might not
be required. It is your responsibility to determine whether an API field can be omitted from the
transaction you are requesting.

For information about the relaxed requirements for address data and expiration dates in payment
transactions, see the Payments Developer Guide.

clientReferencelnformation.code
orderInformation.amountDetails.currency
orderInformation.amountDetails.totalAmount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode

paymentinformation.fluidData.value

Set this field to the Base64-encoded value returned in the Paze payload in the
completeResponse property of the complete payment response object.
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paymentinformation.tokenizedCard.transactionType

Set thisfield to 1.
paymentinformation.tokenizedCard.type

Set thisfield to ee2 for Mastercard.
processinglnformation.paymentSolution

Set thisfield to 029 to identify Paze as the digital payment solution.

REST Example: Authorize a Mastercard Payment on Paze with
Cybersource Decryption

Request

“clientReferencel nformation": {

"code": "1234567890"
s
"processinglnformation": {

"paynent Sol uti on": "029"
s
"paynent | nformation": {

"fluidData": {

"val ue": "eyJkYXRhWBFI NWZqVj f kak INdVNSaE96dWF2ZGVyb2c9PSJ9"

} il

"t okeni zedCard": {
"type": "002",
"transactionType": "1"

}
s
"orderInformtion": ({
"anmount Detai |l s": {
“total Anpunt": "100.00",
"currency": "USD'

s

"bill To": {
"firstNane": "Mya",
"l ast Nane": "Lee",

"address1": "123 Main St",
"locality": "SomeCity",

"adm ni strativeArea": "CA",
"post al Code": "94404",
"country": "US",

"email": "maya.lee@nuail.world"
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Response to a Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6234236182176225003004/ r ever sal s"

s
"sel f": {

"met hod": "CET",

"href": "/pts/v2/ paynments/ 6234236182176225003004"
s

"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6234236182176225003004/ capt ur es"

}
s
“clientReferencelnformation": {
"code": "1234567890"
s
"id": "6234236182176225003004",
"orderInformation": {
"anmount Detai |l s": {
"aut hori zedAnount": "100. 00",
"currency": "USD'

}
s
"paynent | nformation": {

"t okeni zedCard": {
"expirationYear": "2031",
"prefix": "128945",
"expirationMonth": "12",
"suffix": "2398",

"type": "002"
}l
"card": {
"type": "002"
}

}l
"poi nt Of Sal el nformation": {
"termnpalld": "111111"

}

"processi nglnformation": {
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"paynent Sol ution": "029"
(¥
"processor | nformation": {
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I|1"
}

b,
"reconciliationld": "757297600PN67ZFV",

"status": "AUTHORI ZED',
"subm tTineUtc": "2021-06-11T15: 00: 187"
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Authorize a Visa Payment on Paze with Cybersource
Decryption

Thetopicsin this section show you how to authorize a Visa payment on Paze using the Cybersource
decryption method.

Basic Steps: Authorizing a Visa Payment on Paze with Cybersource
Decryption

Follow these steps to request a Paze payment authorization with Cybersource decryption for Visa:
1. Create the request message with the required REST API fields.

> Usethe API fields listed in Required Fields for Authorizing a Visa Payment on Paze with
Cybersource Decryption (on page 29).

o Refer to the example in REST Example: Authorize a Visa Payment on Paze with Cybersource
Decryption (on page 30).

2. Send the message to one of these endpoints:
o Production: POST https://api.cybersource.com/pts/v2/payments
o Test: POST https://apitest.cybersource.com/pts/v2/payments

3. Verify the response messages to make sure that the request was successful.
A 200-level HTTP response code indicates success. See the Transaction Response Codes.

Required Fields for Authorizing a Visa Payment on Paze with
Cybersource Decryption

As abest practice, include these REST API fieldsin your request for an authorization with the
Cybersource decryption implementation of Paze for Visa.

Important: Depending on your processor, your geographic location, and whether the relaxed
address verification system (RAVYS) is enabled for your account, some of these fields might not
be required. It is your responsibility to determine whether an API field can be omitted from the
transaction you are requesting.

For information about the relaxed requirements for address data and expiration dates in payment
transactions, see the Payments Developer Guide.

clientReferencelnformation.code
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https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/payments/developer/ctv/rest/payments/payments-intro.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/client-ref-info-aa/client-ref-info-code.html

orderInformation.amountDetails.currency
orderInformation.amountDetails.totalAmount
orderInformation.billTo.address1
orderInformation.billTo.administrativeArea
orderInformation.billTo.country
orderInformation.billTo.email
orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode

paymentinformation.fluidData.value

Set thisfield to the Base64-encoded value returned in the Paze payload in the
completeResponse property of the complete payment response object.

paymentIinformation.tokenizedCard.transactionType
Set thisfield to 1.

paymentIinformation.tokenizedCard.type
Set thisfield to ee1 for Visa

processingInformation.paymentSolution

Set thisfield to 029 to identify Paze as the digital payment solution.

REST Example: Authorize a Visa Payment on Paze with Cybersource
Decryption

Request

{

"clientReferencel nformation": {
"code": "1234567890"

H

"processi ngl nformation": {
"paynent Sol ution": "001"

}

aynment | nf ormati on": {
"fluidData": ({
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https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-currency.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-amount-details-total-amount.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-address1.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-admin-area.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-country.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-email.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-first-name.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-last-name.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-locality.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/order-info-aa/order-info-bill-to-postal-code.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-fluid-data-value.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-tokenized-card-txn-type.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/payment-info-aa/payment-info-tokenized-card-type-a.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/processing-info-aa/processing-info-payment-solution.html

"val ue": "eyJkYXRhWbFI NWZqVj f kak1NdVNSaE96dWF2ZGvyb2c9PSJ 9"

H

"t okeni zedCard": {
Iltypell: n 001",
"transacti onType": "1"

H
"order|nformation": {
"anmount Detai | s": {
"total Anount”: "100.00",
"currency": "USD'

(¥
"bill To": {
"firstName": "Mya",
"l ast Nane": "Lee",
"address1": "123 Main St",
"locality": "SoneCity",
"adm ni strativeArea": "CA",
"post al Code": "94404",
"country": "US",
"email": "maya.lee@nuail.world"
}

Response to a Successful Request

{
" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6234236182176225003004/ r ever sal s"
s
"sel f": {
"met hod": "CET",
"href": "/pts/v2/ paynments/ 6234236182176225003004"
s
"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynents/6234236182176225003004/ capt ur es"
}
s
“clientReferencelnformation": {
"code": "1234567890"
s

"id": "6234236182176225003004",
"orderInformation": {
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"anmount Detai | s": {
"aut hori zedAnmount ": "100. 00",
"currency": "USD'
}
}
"paynent | nformation": {

"t okeni zedCard": {
"expirationYear": "2031",
"prefix": "411111",
“expirati onMonth": "12",
"suffix": "1111",

Iltypell : n 029"
}
"card": {
Iltypell : n 029"
}

}

"poi nt O Sal el nformation": {
"termnal ld": "111111"

}

"processingl nformation": {
"payment Sol uti on": "001"

}

"processor|nformation": {
"approval Code": "888888",

"net wor kTr ansactionld": "123456789619999",

"transactionld": "123456789619999",

"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I|1"
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VISA Platform Connect: Specifications and
Conditions for Resellers/Partners

The following are specifications and conditions that apply to a Reseller/Partner enabling its merchants
through Cybersource for Visa Platform Connect (“VPC”) processing. Failure to meet any of the
specifications and conditions below is subject to the liability provisions and indemnification obligations
under Reseller/Partner’ s contract with Visa/Cybersource.

1. Before boarding merchants for payment processing on aVPC acquirer’ s connection, Reseller/Partner
and the VPC acquirer must have a contract or other legal agreement that permits Reseller/Partner to
enable its merchants to process payments with the acquirer through the dedicated VPC connection
and/or traditional connection with such VPC acquirer.

2. Resdller/Partner is responsible for boarding and enabling its merchants in accordance with the terms
of the contract or other legal agreement with the relevant VPC acquirer.

3. Reseller/Partner acknowledges and agrees that al considerations and fees associated with
chargebacks, interchange downgrades, settlement issues, funding delays, and other processing
related activities are strictly between Reseller and the relevant VPC acquirer.

4. Reseller/Partner acknowledges and agrees that the relevant VPC acquirer is responsible for payment
processing issues, including but not limited to, transaction declines by network/issuer, decline
rates, and interchange qualification, as may be agreed to or outlined in the contract or other legal
agreement between Reseller/Partner and such VPC acquirer.

DISCLAIMER: NEITHER VISA NOR CYBERSOURCE WILL BE RESPONSIBLE OR LIABLE
FOR ANY ERRORS OR OMISSIONS BY THE Visa Platform Connect ACQUIRER IN PROCESSING
TRANSACTIONS. NEITHER VISA NOR CYBERSOURCE WILL BE RESPONSIBLE OR

LIABLE FOR RESELLER/PARTNER BOARDING MERCHANTS OR ENABLING MERCHANT
PROCESSING IN VIOLATION OF THE TERMS AND CONDITIONS IMPOSED BY THE
RELEVANT Visa Platform Connect ACQUIRER.
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