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Recent Revisions to This Document

Release Changes
July 2020 Added endpoints and Business Center URLs for India.
February 2020 * Removed Perl and ASP chapters and references.

* Updated links to sample code.
¢ Changed mentions of .NET 3.0 to .NET 3.0 and later.

January 2016 Fixed the URL for the perl sample code.
September 2015 Updated the production server URL and the test server URL.
August 2015 Changed mentions of .NET 3.0 to .NET 3.0 and later.
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Configuring SOAP Toolkits for Web
Services

SOAP toolkits are for merchants who use the SOAP protocol with a secure authentication
method. With the SOAP toolkits, you do not need to download and configure a
CyberSource client. To use any of the toolkits, your system must support these features:

. HTTPS: HTTP with TSL 1.2 encryption. The CyberSource servers do not support
persistent HTTP connections.
. SOAP 1.1: Version 1.1 of the Simple Object Access Protocol.

. Document/literal (unwrapped): Style of the WSDL used by the CyberSource Web
Services. With this style, the entire content of the SOAP body is defined in a schema.

J UsernameToken: Authentication mechanism specified in WS-Security 1.0. in the
header of the SOAP message.

Supported Toolkits

CyberSource has tested and supports only the toolkits listed below. You can implement a
toolkit on a platform that is not tested or supported, but CyberSource cannot guarantee
that you can use such an implementation with the Web Services.

Toolkits Supported Platforms
PHP 5.2.1 Windows, Linux, Solaris
NET: Windows

.NET 2.0 and WSE 3.0
.NET 3.0 (WCF) and later

C++ with gSOAP: Windows, Linux, Mac OS
gSOAP 2.7.9c for Windows

gSOAP 2.7.9e for Linux

gSOAP 2.7.9d for Mac OS X

Java with Apache Axis and WSS4J Windows, Linux, Solaris

CyberSource recommends that you use logging only when troubleshooting problems. To
comply with all Payment Card Industry (PCl) and Payment Application (PA) Data Security
Standards regarding the storage of credit card and card verification number data, the logs
that are generated contain only masked credit card and card verification number (CVV,
CVC2, CVV2, CID, CVN) data. For more information about PCI and PA requirements, see
www.visa.com/cisp.
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Follow these guidelines when working with log files:

. Use debugging temporarily for diagnostic purposes only.

. If possible, use debugging only with test credit card numbers.

. Never store clear text card verification numbers.

. Delete the log files as soon as you no longer need them.

J Never email personal and account information, such as customers' names, addresses, card

or check account numbers, and card verification numbers to CyberSource.

Destination URLs for SOAP Messages

The latest version of the APl is located at
https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor or in India
https://ics2wsa.in.ic3.com/commerce/1.x/transactionProcessor.

When constructing your SOAP messages, use the following target URLs:

J Test environment: https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor
. Production environment: https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor
. Production environment in India:

https://ics2wsa.in.ic3.com/commerce/1.x/transactionProcessor

1.x is not a placeholder for the version number but an integral part of the URL.

Transaction Key

Context

Before you can send requests for Internet Commerce Suite (ICS) services, you must create a
security key for your CyberSource merchant ID. Use this key to replace the placeholder value for
TRANSACTION KEY in the code samples.

IMPORTANT: You must use separate transaction keys for the test and production environments.

1 Log in to the Business Center.
. Live transactions: https://ebc2.cybersource.com/ebc2/
. Live transactions in India: https://ebc2.in.cybersource.com/ebc2/
J Test transactions: https://ebctest.cybersource.com/ebc2/

2 On the left navigation pane, click the Payment Configuration icon.
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3 Click Key Management. The Key Management page appears.

4 In the Search toolbar, select the Merchant ID for which you want to create a key.
5 Click Generate Key. The Create Key page appears.

6 Select the type of key that you want to generate.

7 Click Next Step.

8 Select a key type, and generate a new key.

9 Click Submit. The Key Management page appears.

IMPORTANT: Be sure to store the test and production environment transaction keys in
different locations. Be careful not to overwrite a key in the wrong directory.

SOAP Message Sample

Before using this sample, replace N.NN with the current API version and use your merchant ID
and password.

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<wsse:Security soapenv:mustUnderstand="1"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-s
ecext-1.0.xsd">
<wsse:UsernameToken>
<wsse:Username>yourMerchantID</wsse:Username>
<wsse:Password
Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-pro
file-1.0#PasswordText">yourPassword</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soapenv:Header>
<soapenv:Body>
<requestMessage xmlns="urn:schemas-cybersource-com:transaction-data-N.NN">
<merchantID>yourMerchantID</merchantID>
<merchantReferenceCode>MRC-123</merchantReferenceCode>
<pillTo>
<firstName>John</firstName>
<lastName>Doe</lastName>
<streetl>1295 Charleston Road</streetl>
<city>Mountain View</city>
<state>CA</state>
<postalCode>94043</postalCode>
<country>US</country>
<email>null@cybersource.com</email>
</billTo>
<item id="0">
<unitPrice>5.00</unitPrice>
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<quantity>1</quantity>

</item>

<item id="1">
<unitPrice>10.00</unitPrice>
<quantity>2</quantity>

</item>

<purchaseTotals>
<currency>USD</currency>

</purchaseTotals>

<card>
<accountNumber>4111111111111111</accountNumber>
<expirationMonth>11</expirationMonth>
<expirationYear>2020</expirationYear>

</card>

<ccAuthService run="true"/>

</requestMessage>
</soapenv:Body>
</soapenv:Envelope>
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Constructing SOAP with PHP 5.2.1

This section describes how to construct SOAP messages to process transactions with
CyberSource.

Before starting this process, download and install the third-party software. CyberSource
tested these versions:

Software Tested Description

* Linux Kernel 2.4 Operating system versions tested.

¢ Windows XP Pro with SP2

* Solaris

PHP 5.2.1 PHP software. The SOAP extension is provided only in
versions 5.2.1 and later.

libxmi2 2.6.23 2.6.11 is the minimum version required by the SOAP
extension.

openssl 0.9.8d SSL library; 0.9.6 is the minimum required version by

the SOAP extension.

Although the SOAP extension does not have built-in support for Web Services Security,
you can add the required header elements for the UsernameToken information to the
outgoing request. The code in the sample file shows how to extend the SoapClient
class and how to override its  doRequest () method (lines 17 to 49) to insert the
UsernameToken information.

Test the client application with the following Cybersource sample code:
https://github.com/CyberSource/cybersource-soap-toolkit/tree/master/sample_php.

The sample PHP files contain many comments and a sample card authorization. Choose
the file appropriate for you:

. cli-sample.php if you use the command-line interface
. web-sample.php if you use the Web interface

Be sure that you understand the content of the file and that you replace the generic values
of the variables, such as your merchant ID and password, with your own values.
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Installing PHP on Windows

Context

If you are running PHP on Windows, your PHP application requires these two extensions: SOAP
and OpenSSL.

1 If an extensions directory is not already present, create an extensions directory in the
php.ini file:
extension dir ="C:\PHP\extensions"

2 Download the ZIP package from http://www.php.net/downloads.php.
The Windows installer package does not include extensions.

3 Copy php soap.dll and php openssl.dll from the package to the extensions
directory.

4 In the extension section of php.ini, add a reference to the DLLs:
extension=php soap.dll

extension=php openssl.dll

Installing PHP on Linux

Context

If you are running PHP on Linux, your PHP application requires these three extensions: SOAP,
OpensSSL, and 1ibxml.

1 To find out if your existing PHP application already has these extensions, run this command:
php -i | grep configure

. If the output shows these three extensions, skip Steps 2 and 3, and proceed to Building
and Running the Sample:
-—enable-soap
--with-openssl

--with-libxml-dir
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. If the output does not show all three extensions, proceed to Step 2.

IMPORTANT: CyberSource is not responsible for build errors that you might encounter
during Steps 2 and 3.

To build your PHP application with the SOAP, OpensSSL, and 1ibxml extensions, navigate to
the directory where the PHP source was installed. Run the configure command with the
three required extensions and any other extension previously included in your PHP
application. For example:

./configure ‘--prefix=your target dir’ ‘--enable-soap’
‘~-with-libxmldir=your libxml dir’‘--with-openssl=your openssl dir’

In the same directory, build and install your application.
make

make install

Building and Running the Sample

Context To test your client, modify the variables in the sample files, and launch the application.

In your sample PHP file, replace the variables with your own values:
MERCHANT ID
TRANSACTION KEY

Note that the URL for the CyberSource API (WSDL_URL) is set to the test environment and
for a specific version of the API. Always use the most current version of the API.

Run the script php <sample PHP file>.

In the reply file, you can see the result of the request and all of the fields that are returned.

Modifying Your Script

After you configure and test your application, you can modify it as needed. Be sure to use separate
transaction keys for the test and production environments.

To access the test and production environments, use these values for WSDL_URL (line 7):

- Test environment: ics2wstesta.ic3.com

- Production environment: ics2wsa.ic3.com
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- Production environment in India: ics2wsa.in.ic3.com
To update the version of the CyberSource API, update the version number in the URL.
To add or delete API fields, modify the source code.
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Constructing SOAP with .NET 2.0 and
WSE 3.0

This section describes how to construct SOAP messages to process transactions with
CyberSource.

Before starting this process, download and install the required third-party software:

Software Tested Description

Windows XP Pro with SP2 Operating system version tested.

Visual Studio 2005 Includes .NET 2.0.

WSE 3.0 Web Services Enhancements for Microsoft .NET, which

is used to authenticate the user with the
UsernameToken class.

Test the client application with the sample code files available from
https://github.com/CyberSource/cybersource-soap-toolkit/tree/master/sample_net_wse.

The sample files, sample wse30.vb (VB)and sample wse30.cs (C#), provide the
code to process your transactions. To help understand and use the code, the files contain
many comments and a sample card authorization. Before using the files, be sure to
replace the generic values of the variables with your own.

Preparing Your Application

Context

To test the sample code provided, you must have a console application.

1 Create a new application, or open your existing application in Visual Studio.

2 Right-click the project node and choose WSE Settings 3.0. The app config dialog
box appears. If WSE Settings 3.0 does not appear, proceed as follows:

a Reinstall WSE 3.0 by using the Add or Remove Programs menu.
b In the installer, select Modify and install the Visual Studio Tools option.
c Restart Visual Studio.

d Repeat Steps 1 and 2.
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3 In the dialog box under the General tab, check Enable this project for Web Services
Enhancements.

Enahle this project for Web Services Enhancements

Checking this box will add a reference to Microsoft, Web, Services3.dll library to this
project. Web References that are added to or updated in this project will be \WSE
enabled, Unchecking this kem will remove this reference as well as WSE related settings
Fram the confiquration file; Web References will need to be manualy updated to ramove
the WSE dependendies,

Enabile Microsoft \Weh Servicas Enhancement Soap Prokocol Fackory

This will add the WSsE SO8P protocal Fackory to this praject. This is only applicabls to
ASPNET projecks.

Ok Canicel
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4

Click the Policy tab and check Enable Policy. Click Add. The Add or Modify Policy Friendly
Name dialog box appears.

| General | Security | Routing |F"I'||C':-“| Takenlssuing | Diagnostics | Messaging |
Enable Palicy
|w5&3pulicytache.cunﬂg | [ Browse. ..
Edit Application Policy
Cybersource add. ..
Fename...
Remove. ..
Replace. ..
I o4 I | Cancel
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5 In the Add or Modify Policy Friendly Name field, enter CyberSource. If you use a name
other than CyberSource, you must modify the value of the POL.ICY NAME variable in the
sample code. Click OK. The WSE Security Settings Wizard appears.

&dd or Modify Paolicy Friendly Mame

CyberS ourcs

I OE. I | Cancel

6 In the Do you want to secure a service or a client field, choose Secure a client
application. In the Choose Client Authentication Method field, choose Username. Click
Next.

huthentication Settings
Choose application type and authertication method @

Do you want o secure a zerace or a client?

() Secure a service application

(®) Secure a client apphcation

Choose Clent Authentication Method

The client prosvades & usemams and password a3
© Anonymous credentials in the request which the zervice
(%) Usemame aulhenticates. The zervice ensures that the client
has secieed the request with the servers public
) Cenificate cettiicate. The response messags is secued with

a gpmmetnic key that waz supplied by the client
2 Windowes

¢Back || Mew> | | Cancel |
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7 On the next page, Specify Username Token in code is checked by default. If you leave this
default setting your password appears as plain text in the wse3policyCache.config policy.
However, if you specify the username and password in the code, you can retrieve the
password from a database or from any other source. Click Next.

Jptionally provide Username and Password
“ou can proside Username and Passward in the policy 1o be used for Client Authentication It iz
recammended o use other mechanisms o provide username and pazswaid for Clent Authenbication,

Specify Uzemame Token in code.

=
Sl Llsainame and Passwand

|Jsernams

Faz=swnnd

¢Back || Mew> | | Canced |
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8 Uncheck Enabled WS-Security 1.1 Extensions. Unchecking this option automatically
selects None (rely on transport protection). Click Next.

Wessage Protection
Specily prolection equiements for messages. @

[[] Enable wS-5ecusily 1.1 Extensions
Fratection Order

%) Mone [rely on barepon protection)
SigneOnly
Sigr and E ncrept

Sign, Encivpt, Encrvpt Signature

Secure Session

Establish Secure Session

Sdwanced Sethngs:

| <Back || Mea> | | Canced |

9 To exit the wizard, click Finish.

10  To save your changes, click OK.
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Sending Requests to CyberSource

Context

To add a Web reference to CyberSource, follow these steps:

1 In the Solution Explorer, right-click the project node and choose Add Web Reference.

2 In the Add Web Reference dialog box, in the URL field, enter the URL for CyberSource’s Web

Service:

. Test environment: https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor

. Production environment: https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor
. Production environment in India:

https://ics2wsa.in.ic3.com/commerce/1.x/transactionProcessor

IMPORTANT: You must use separate transaction keys for the production and test
environments.

3 Click the Go button beside the URL field.

AN HCTRIENTE; Q 31
Mawigate ko & weh service LRL and dick Add Peferemce ta add al the availshle services,

& Back Filn;

1 TR s i s 2vnta ok 5, comeommer cal . Jbrars achion? l B O

| b services Found at this URL:

[ | The HTHML documeant doss not cankain Wb
service decovery information,

= [ cancel |
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The available server API versions are displayed.

- \
Al R 2 e J E
Mawigate ko & weh service LRL and dick Add Peferemce ta add al the availshle services,
i.;‘ Back £'] I':El

URL: | Ktkps:ffcsdesta s icd comfoommerce] L trardaciorP raca ssor] |_ L]Gu

| b services Found at this URL:

CyberSource Transaction ' | |t L ooumen: g ok o e
Web Service
1.26-XNML

WEDL: CyberSeurceTranzachon 1,26 wed

WL Schema: CyberSourceTransacton 1,26 3xsd
1.26-NVP

WEDL: CynerSowrceTransaction MWE 126 wradl

HML Schema: CyberSevrceTransacton 126 xad

= [ concet ]

To display the content of the most current WSDL, click the top link.

The next step, Step 5, is not required to run the application. However, if you decide to use a
name other than CyberSource, use a name that is not associated with a particular server so
that you can easily change between the test and production servers. In addition, change the
import statement in the sample code using the following format, where myapp is your project
default name space:

import myapp.com.ic3.ics2wstesta;

Change the name that is displayed in the Web reference name field to CyberSource. The
Web reference name is used in the name space that you need to import in your code. For
example, if your project's default name space is myapp, and you set the Web reference name
to CyberSource, you will import myapp . CyberSource. Depending on the URL that you
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entered in Step 2, the default Web Reference Name in the field on the right side of the window
is either com.ic3.ics2wstesta or com.ic3.ics2wsa.

AN HCTRIENTE; J Erl
Mawigate ko & weh service LRL and dick Add Peferemce ta add al the availshle services,

i.;i Back £'] I':El

URL: H‘.l:p::ff.:;?\wbei.icﬁ.c:lnf:mnurw.’i.ler:lBathr:wmmJEyi_ L...] Ga

“Wieb services found at this URL:

n = (1] . -
TransactionProcessor” Description e —

Documentation = CybesSourcaTransaction_L.26

CyberSource YWeb Service

Methods
® runTransackion | )

Web reference name:
CvberSource

Add Referenoe

| Cancel .

6 Click Add Reference.

This generates the proxy classes that process the request and the reply.

Building the Sample and Testing the Net Client

Context

To test your client, follow these steps.

1 In sample wse.cs or sample wse.vb, modify the values of the following variables:

. MERCHANT ID

. TRANSACTION KEY
i LIB VERSION
. POLICY NAME

2 Add the sample file to your application.
3 Launch the application.

The reply file contains the request result and all returned fields. When client testing is
finished, write the code to use the client application.
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Modifying the .NET Client and Code

After you configure and test your application, you can modify it as needed:

IMPORTANT: You must use separate transaction keys for the test and production environments

. To alternate between the test and production environments, change the host in the URL in
your application or Web configuration file:

- Test environment: ics2wstesta.ic3.com
- Production environment: ics2wsa.ic3.com
- Production environment in India: ics2wsa.in.ic3.com
. To update the version of the CyberSource API, do the following:
- In the Solution Explorer, under the Web References node, click the CyberSource web
reference.

- Update the value of the Web Reference URL to the version that you want to use, such
as 1.86 in this example:
https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor/CyberSourceTransactio
n_1.86.wsdl

- Rebuild your application.
. To add or delete API fields, modify your source code.
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Constructing SOAP with .NET 3.0
(WCF) and Later Versions

This section describes how to construct SOAP messages with .NET 3.0 and later to
process transactions with CyberSource.

Before starting this process, download and install the required third-party software:

Software Tested Description

Windows XP Pro with SP2 Operating system version tested.

Visual Studio 2005 Includes .NET 2.0.

Microsoft Windows SDK Software Development Kit that contains necessary

tools, such as svcutil.exe.

.NET Framework 3.0 and later Redistributable Package Includes the Windows Communication Foundation.

IMPORTANT: After installing the software, you must
reboot your computer to ensure that svcutil is
recognized as a shell command.

Test the client application with the sample code files available from
https://github.com/CyberSource/cybersource-soap-toolkit/blob/master/sample_wcf.cs.

To help understand and use the code, the files contain many comments and a sample
card authorization. Before using the files, be sure that you replace the generic values of
the variables with your own.

Creating and Testing the .NET 3.0 Client
Using Sample Code

Context

To reach the .NET 3.0 (and later) command shell and create the client, follow these steps:

1 Go to Start > All Programs > Microsoft Windows SDK > CMD Shell.
2 Change directory (cd) to find the sample code (sample wcf.cs).

3 Generate the proxy classes as follows:
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svcutil /config:sample wcf.exe.config
https://ics2wstesta.ic3.com/commerce/l.x/transactionProcessor/
CyberSourceTransaction N.NN.wsdl

where

N.NN is the latest server API version. For the latest version, navigate to
https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor

Two files are generated:
> TheCyberSourceTransactionWs. cs file contains the proxy classes.
> The sample wcf.exe.config file is the configuration file for your application.

In sample wcf.exe.config, change the security mode from Transport to
TransportWithMessageCredential.

The security element should now read: <security
mode="TransportWithMessageCredential">

To write the code to process your transactions, use sample wcf.cs:
a Add your own values to MERCHANT IDand TRANSACTION KEY.

b Build the executable file as follows:

csc /out:sample wcf.exe /target:exe
/reference:"C:\WINDOWS\Microsoft.NET\Framework\v3.0\Windows
Communication Foundation\System.ServiceModel.dll"
CyberSourceTransactionWS .cs sample wcf.cs

csc /out:sample wcf.exe /target:exe
/reference:"C:\WINDOWS\Microsoft.NET\Framework\v3.0\Windows
Communication Foundation\System.ServiceModel.dl1l"
CyberSourceTransactionWS .cs sample wcf.cs

The sample wcf.exe file is created.
Run the sample wcf.exe file.

The reply file contains the request result and all returned fields. When client testing is
finished, write the code to use the client application.
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Modifying the .NET 3.0 Client and Code

After you configure and test your application, you can modify it as needed:

IMPORTANT: You must use different transaction keys for the test and production environments.

. To alternate between the test and production environments, change the host in the
endpoint address in the configuration file:

- Test environment: ics2wstesta.ic3.com
- Production environment: ics2wsa.ic3.com
- Production environment in India: ics2wsa.in.ic3.com

. To update the version of the CyberSource API, follow Steps 1-4 in the Creating and Testing
the Client Using Sample Code.

. To add or delete API fields, modify the source code.
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Constructing SOAP with C++ and
gSOAP 2.7.9c for Windows

This section describes how to construct SOAP messages to process transactions with
CyberSource.

Before starting this process, download and install the required third-party software.
CyberSource tested these versions:

Software Tested Description

Windows XP Pro with SP2 Operating system version tested.

gSOAP 2.7.9¢c Soap toolkit. Download and unzip the latest win32 ZIP
file from http://sourceforge.net/projects/gsoap2/

OpenSSL 0.9.8d You may use the pre-built package available from
http://www.slproweb.com/products/Win320penSSL.ht
ml.

If you do, before installing the software, make a copy of
libeay32.dll and ssleay32.dl1, which are
located in c: \windows\system32. Otherwise, these
files are overwritten during installation.

Microsoft Visual Studio 2005 Development environment tested.

Test the client application with the sample code files available from
https://github.com/CyberSource/cybersource-soap-toolkit/tree/master/sample_gsoap.

To help understand and use the code, the files contain many comments and a sample
card authorization. Before using the files, be sure that you replace the generic values of
the variables with your own.

Generating the Windows Client Code

Context The pre-built wsd12h tool does not support SSL, so you cannot point the tool
directly to https.//ics2wstesta.ic3.com or https://ics2wsa.ic3.com or in India
https.//ics2wsa.in.ic3.com.

1 Download the latest WSDL and XSD files to the same directory from the following
URL: https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor or in India
https://ics2wsa.in.ic3.com/commerce/1.x/transactionProcessor

2 Save the files under the following names:

Constructing SOAP with C++ and gSOAP 2.7.9c for Windows | 23


http://sourceforge.net/projects/gsoap2/
http://www.slproweb.com/products/Win32OpenSSL.html
http://www.slproweb.com/products/Win32OpenSSL.html
https://github.com/CyberSource/cybersource-soap-toolkit/tree/master/sample_gsoap
https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor
https://ics2wsa.in.ic3.com/commerce/1.x/transactionProcessor

CyberSourceTransaction 1.26.wsdl
CyberSourceTransaction 1.26.xsd

To generate the header file, run the following script in the directory to which you downloaded
the WSDL and XSD files:

gsoap_directory\bin\wsdl2h -t gsoap directory\WS\WS-typemap.dat -s
-o cybersource.h CyberSourceTransaction N.NN.wsdl

The gsoap_ directory is the directory from which you extracted gSoap. N.NN is the
version number of the WSDL file that you downloaded. This script creates the
cybersource.h header file. You may change the name of the file; however, the following
steps refer to the file as cybersource.h.

While you can safely ignore any warning messages, be sure that no two line items in your
requests have the same ID.

In the cybersource.h header file, add the following line to the Import section:
#import "WS-Header.h"
To generate the client source code, run this script:

gsoap_directory\bin\soapcpp2 -C -Igsoap directory\import
cybersource.h
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Building the Windows Client

1 To create a non-CLR (Common Language Runtime) C++ project, open Visual Studio and
choose Project types > Visual C++ > Win32.

2 Enter a name and location for the project. This sample uses a Win32 Console Application with
gsoap_sample as the name of the solution. Click OK. When you start a new C++ project,
the Win32 Application Wizard appears.

er Project EE

Prafect bypes: Templates: ik |
=1 Wisisal Basic | Visual Studio installed bemplates
Wirdnws |
11- Semart Device WAnEZ Console Applcation| EWin32 Project
Diatabass
Sarter Kis My Templates
:_ :zz 3:: . Saarch Online Templatas. .,
= Wisua T+
ATL
CLE
ianeral
MFC
Srnart Device
Wind2
+-Othar Project Typsas

& project For creating a Wind2 console apphcation

[AENS geosp_sampls
Leeation: CiiPragram Files)CyberSource Corporation), E Erenitse. .,
saltion: Create new Sokibon | [#]creste drectory for sohutien

Safution Mame: gsasp_sample

[ ok || concel
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3 On the Application Settings page, uncheck the Precompiled header option and click
Finish. Your new project is created.

Win32 Application Wizard - gsoap_sample

_— Application Settings
sy Application typs: Add common header Fles For:
Apclication Setti ) Windows spplication Clan

(%) Console application [ mFc

DL

i) Static library

Additinnal optians:
[ Empty project
[ Brecompiled header
< Frevious Mext = Finish | [ Cancel I

4 Choose Project > gsoap_sample Properties.

5 In the navigation pane, expand Configuration Properties > C/C++ and click Code
Generation.

6 Verify that the Debug and Release configurations are using the correct default runtime
libraries:
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a In the Configuration drop-down menu in the upper-left corner of the Property Pages,

choose Debug.

b In the properties listed in the main panel, verify that Runtime Library reads

Multi-threaded debug DLL (/MDd).

gsoap_sample Property Pages

B[]

genfiguratin: | Debug | Platform: | ActhelRingz) 2| [ corfiguration Menager... |
@ Common Fropeties | [ Enabe String Pooling Mo |
= Corfiguration Froperties Erabie Mininal Riebid Yes (/Gm)
Energl Enable C++ Lacsptions Yes (EHsc)
Debugging smalber Type Check Mo
= it Basic Purking Cheds Both (/RTCI, equiv. Lo MRTCsu)
Genersl Burkime Library | tehulti-thresded Debug DLL (/i) [
::tl‘mzatm Seruck Member Llgrment Dt sk
c:{;m'm;m Buiffier Socurity Chisk, Yas
Ensble Function-Lewel Linking ]
Proiled Hesdars Enable Enhanced Instructon Set bk Set .
ol Fies Foating Poirk Model Preciss (Jfip:pracise)
Erowse Infarmation Enalle Flostirg Point Exceptions Ha
Advanced
Command Line
+ Linder

+ Manfect Tool
F ML Document Ganeraton
+ Browse [nfoomation

+ Bl Events
& Cghon Bl Shep
+ Web Deploymert :
Runtinm Library
Specify runtime bbrary For inkng.  (JWT, fWiTd, D, IWDd)
[ ok [ comal |
c Return to the Configuration drop-down menu in the upper-left corner and choose
Release.
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d In the properties displayed in the main panel, verify that Runtime Library reads
Multi-threaded DLL (/MD).

Manfest Tool

AL Document Ganeraton
Ercwese Information
Build Everds

Chpshor Build Shep

ek Disploymrent

T e S R

| Runtine Libaraity

gsoap_sample Property Pages Eﬁ
Epnfiguration: | Rk | Blafom: | Acthe]Rin3z) | | corfigration faneger... |
@ Comnmon Fropetiss Enatle String Pacling Mo
= Configuration Froperties Enable Minimal Rk id 1)
Genergl Enable C++ Excsptions Ve ()
Debugging Smaller Type Chedk Mo
= Cits Biasic Erkinng Checks Defauk
Genardl Burkime Library Multi-threaded DLL (/D) "
Optimization Feruck Member Llgrment Dotk
?:;:;mm Buiffar Security Chedk, Va5
Enable FunchiorrLewel Linking Ha
I:ng.mge Enable Enhanoed Instrucbon Set ok Set
scompiled Headers
ARt Fias Floating Poirk Mok Precica {fip pracise)
Erowese Information Enable Flosting Point Excsntians ]
Advanced
Command Line
Lirdeer

Specify runtime bbrary for inkng.  (JWT, fWiTd, fD, fHDd)

| [ cancel |

e

Click OK. You are returned to the project.

7 In the project, replace the gsoap sample.cpp file, included in the project, with the files in
the table below.

Before adding the source files to the plugin directory, you must change their file extensions
from .c to .cpp.

CyberSource sample

Generated by gSOAP

Included in gSOAP
package

sample.cpp

soapC.cpp
soapClient.cpp

gsoap_directory\dom.cpp*
gsoap_directory\stdsoap2.cpp

gsoap_directory\mod_gsoap\gsoap_win\wininet\gsoapWinlnet.cpp
gsoap_directory\plugin\smdevp.cpp gsoap_directory\plugin\wsseapi.cpp *
gsoap_directory is the directory in which you downloaded and extracted gSOAP
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8 Add the following preprocessor definitions: WIN32 and WITH_OPENSSL
gsoap_sample Property Pages Eﬁ
Cenfiguratin: | Acte{ficinase) | Platfom: | ActheEings) | [ corfiguration Manager... |

=

= Cormman Froapetiss [ Preprocessor Definftions
Refererces Tgrar e Standad Includa Path
= - Conf iguration Propartias Gererabe Preprocessed Fis
General Eeen Comments
Crebugring
= 4
Genenal
Opkimizstion
Fraprocessor
Code Gereration
Larpags
Fracomgiied Haadars
Cukput Fles
Erow=a Information
Advanted
Cammand Line
Linker
5 Marnifest Tool
| AL Docurert GERErator
Browess [nformation
Bl Evaants
- Cutom Buld Step '
Wk Disployinent Praprocessor Defindtions
Specifi=s one or more preprocessor defines.  (iD{macra])

EE’E%

B - B - B B R

o [ coel [ poow |

9 In the sidebar, navigate to Configuration Properties > C/C++ > General, and add the
following directories to your project's Additional Include Directories:

. gsoap_directory
. gsoap_directory\mod_gsoap\gsoap_win\wininet
. gsoap_directory\plugin
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. gsoap_directory\include

groap_sample Property Pages Elﬁ
Cenfiguratin: | Acte{ficinase) | Platform: | Acthewingz) | [ corPouration enager... |
[ Comman Fropetiss |1 | nddeionad Dependencis  Iibray3zrn.libssieay32M0 0k =
Refererces Torre Al Default Librares Ha
= - Conf iguration Propartias lgriore Specific Lizrsry
General radule Definkion Fle
Cebugging B Madule to Assenibhy
R Embed Mansged Resoros Fie
= Linker Foeoe Symbol Refereroes
I'srz;"" Delary Loaded DiLs
Mardfest Fs Assembly Link Besource
Di=bugging
Spshammn
Cpkimization
Embesdd=d 10L
Advanted
Command Line
+ Manifast Tool
® ML Docurenk Genenaton
+ Browese Information
+ Bl Everds
# Cashiorn Eaild Stap
- Wieb Do Additianal Dependencies
Specifies additional ibems ko add bo the link Ine (ex: kemel32.1b); configuration specdific.
o [ coel [ poow |

10 Inthe sidebar, navigate to Configuration Properties > Linker > Input, and add the following
libraries; in the upper Configuration field’s drop-down menu, choose each option in turn:

. Release: libeay32MD.lib and ssleay32MD.lib
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11

12

. Debug: libeay32MDd.lib and ssleay32MDd.lib

esoap_sample Property Pages m
Cenfiguratin: | Acte{ficinase) | Platfom: | ActheEings) | [ corfiguration Manager... |
= Commen Fropetics Addiional Dependenties M =
Refererces Torre Al Default Librares
= - Conf iguration Propartias Igriore Specific Library
General Moduk Definkion File
Crebugging Ak Madkale bo Assenbly
BT Embed Marsged Resource Fie
= Linker Foroe Symbol References
mrd Delay Loaded DULs
Fecst File Assembly Link Blesourcs
Di=bugging
Spshammn
Cptimization
Embesdd=d 10L
Advanted
Command Line
+ Manfast Tool
F EML Docunent Genarator
+ Browese Information
+ Bl Everds
& Cuskom Bild Step
ek Deploymrent '
" : Additional Dependencies
Specifies additional ibems ko add bo the link Ine (ex: kemel32.1b); configuration specdific.
ook [ cameal ||  peww |
Add the following directory to your project's Additional Library Directories:
openssl directory\1lib\VC
gsoap_sample Property Pages LLE
Cenfiuratin: | Actweifsinase) | Platform: | ActhelRingz) 2| [ corfiguration Menager... |
= Common Froperties Qugkpedt File ${outDir) L f(FrojectName ) exe
References S Progress ok Sef
= - Cond iguration Propartias Yersion
General Enasle Ineremental Linkirg o [/ TNCREMENTAL:NO)
Cebugeing Sugeess Startup Banner Yes (HOLOGT)
B Igrcre Import Lbrasy ]
=1 Linker o
Gensrs Q
Input
Marifest Fils fez
Disbugging Ha
Systanm Va5
Optimization
Ermbesdded 10L
Advanted
Cormmard Line
+ Manfast Tool
E AL Docunent Generator
+ Browse Irformation
+ Build Evends
& Custom Build Shep
Wek: Deploymoert b
- : Radditional Library Directories
Specifizs one or more sddbonal paths to saarch For lbraries; configuration specfic) use semi-calon
delmited kst if mors then ore, OLIEPATH:[dr ]}
(oot [ caesl ][ cewwr |
In gsoap directory\stdsoap2.cpp, find the following calls:
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ASN1 item d2i
meth->d21

13  Ineach call, cast the second parameter (&¢data) as const unsigned char **.The calls
now read:

ext_data = ASN1_item_d2i(NULL, (const unsigned char **) &data, ext->value->length,
ASN1_ITEM_ptr(meth->it)); ext_data = meth->d2i(NULL, (const unsigned char **) &data,
ext->value->length);

14  If you see the following compiler error in the stdsoap2 . cpp file,
error C2440: '=' : cannot convert from 'const char *' to 'char *
cast the first parameter as char * as follows:
t = strchr((char *) s, ','");

15 Inside soap wsse get BinarySecurityTokenX509,find d2i X509 in
gsoap_directory\plugin\wsseapi.cpp.

16  To the existing cast, add const as follows: cert = d2i_X509(NULL, (const unsigned
char**)&data, size); You can now test the client.

Building the Sample and Testing the Windows
Client

Context To test your client, follow these steps.

IMPORTANT: You must use separate transaction keys for test and production environments.

1 In sample. cpp, modify the values of the following variables:

. MERCHANT ID

. TRANSACTION KEY
. SERVER URL
i LIB VERSION ENVIRONMENT

Use LIB VERSION only if you are using a different version of gSOAP.

2 Run the client.
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The code included in gSOAP causes the Visual C++ compiler to generate several warnings.
You can safely ignore these warnings.

The reply file contains the request result and all returned fields. When client testing is
finished, write the code to use the client application.

Modifying the Windows Client and Code

After you configure and test your application, you can modify it as needed:

IMPORTANT: You must use separate transaction keys for the test and production environments.

J To alternate between the test and production environments, change the URL assigned to
service.endpoint. In the sample file, set the SERVER URL variable to the appropriate
value:

- Test environment: ics2wstesta.ic3.com
- Production environment: ics2wsa.ic3.com
- Production environment in India: ics2wsa.in.ic3.com

. To update the version of the CyberSource API, rebuild your client by following the steps in
Generating the Windows Client Code.

. To add or delete API fields, modify your source code.
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Constructing SOAP with C++ and
gSOAP 2.7.9e for Linux

This section describes how to construct SOAP messages to process transactions using
Linux.

Before starting this process, download and install the required third-party software. These
versions were tested:

Software Tested Description
Linux Kernel 2.6 Operating system version tested.
gSOAP 2.7.9e SOAP toolkit. You can download it

OpenSSL 0.9.8

gcc4.1.2

fromhttp://sourceforge.net/project/showfiles.php?group
_id=52781

Current version of the toolkit implementing SSL.

Most Linux installations already contain this package. If
your package does not or if it has an old version,
download the source from http://www.openssl.org.

C/C++ compiler tested.

The sample. cpp file provides the code to process your transactions.

Test the client application with the sample code files from
https://github.com/CyberSource/cybersource-soap-toolkit/tree/master/sample_gsoap.

To help understand and use the code, the files contain many comments and a sample
card authorization. Before using the files, be sure that you replace the generic values of
the variables with your own.

Makefile provides targets to easily create and build the sample client.

Preparing the Linux Development
Environment

1 Download the latest gSOAP package for Linux.
2 Open the package by running this command:

tar xvfz gsoap linux 2.7.9%e.tar.gz
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3 Atthe same level as the gsOaP directory created in the previous step, create these items with
the appropriate command:

Item Description Command:

client Directory for the client-related files mkdir client
(Makefile and sample.cpp)

gsoap Symbolic link to your gSOAP 1ln -s <gsoap path>
directory gsoapWhere <gsoap path>isthe
path to the gsoOAP directory that you
created in Step 2.

4 In the gsocap/stdsocap?2. cpp file, find the following calls:
ASN1 item d2i (occurs once)
meth-d21i (occurs twice)

5 In each call, cast the second parameter (sdata) as const unsigned char **.
The calls should now read:

ext data = ASNl item d2i(NULL, (const unsigned char **) &data

ext data meth->d21i (NULL, (const unsigned char **) &data
6 In the gsoap/plugin/wsseapi.c file, find cert = d2i X5009.
7 Add const to the second argument’s cast as follows:

cert = d2i X509 (NULL, (const unsigned char**)&data, size);

Generating the Linux Client Code

Context

The pre-built wsd12h tool does not support SSL, so you cannot point the tool directly
to https://ics2wstesta.ic3.com or https://ics2wsa.ic3.com, or https://ics2wsa.in.ic3.com in India.

1 Download the latest WSDL and XSD files to the c1ient directory from either of these URLSs:
https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor
https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor

In India: https://ics2wsa.in.ic3.com/commerce/1.x/transactionProcessor
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To ensure that Makefile finds the WSDL file that you downloaded in the previous step,
rename this file as CyberSourceTransaction.wsdl by removing the version number.

IMPORTANT!: Do not rename the XSD file.
Run the make header script.

The following warning appears, which you can safely ignore. However, make sure that no two
line items in your requests have the same ID.

Warning: element 'xsd:unique' at level 2 was not recognized and will be ignored.

4

In the newly generated cybersource.h header file, add the following line to the Import
section:

#import "WS-Header.h"

Run the make source script.

Building the Sample and Testing the Linux
Client

In the sample. cpp file, modify the values of the following variables:

. MERCHANT ID

. TRANSACTION KEY

. SERVER URL

. LIB VERSION (if using a different gSOAP version)
. ENVIRONMENT

Do not use LIB_VERSION variable unless you are using a different version of gSOAP.

Run the make cybsdemo script. You can safely ignore the warning messages. cybsdemo
is now ready to use. The reply file contains the request result and all returned fields. When
client testing is finished, write the code to use the client application.

Run the sample by executing:

. /cybsdemo
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Modifying Linux Client and Code

Context

After your application is configured and tested, you can modify it as needed:

IMPORTANT: You must use separate transaction keys for the test and production environments.

J To alternate between the test and production environments, change the URL assigned to the
service.endpoint. In the sample file, set the SERVER URL variable to the appropriate value:

- Test environment: ics2wstesta.ic3.com
- Production environment: ics2wsa.ic3.com
- Production environment in India: ics2wsa.in.ic3.com

. To update the version of the CyberSource API, rebuild your client by following the steps in
Generating the Linux Client Code and Building the Sample and Testing the Linux Client.

. To add or delete API fields, modify your source code.
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Constructing SOAP with C++ and
gSOAP 2.7.9d for Mac OS X

This section describes how to construct SOAP messages to process transactions with
CyberSource.

Before starting this process, download and install the required third-party software.
CyberSource tested these versions:

Software Tested Description
Mac OS X Operating system version tested.
gSOAP 2.7.9d SOAP toolkit

Download and unzip the latest Mac OS X package from
http://sourceforge.net/projects/gsoap2/

openssl 0.9.7 OpenSSL version that is part of Mac OS X.

gcc 4.0.1 C/C++ compiler tested.

The sample. cpp file provides the code to process your transactions.

Test the client application with the sample code files from
https://github.com/CyberSource/cybersource-soap-toolkit/tree/master/sample_gsoap.

To help understand and use the code, the files contain many comments and a sample
card authorization. Before using the files, be sure to replace the generic values of the
variables with your own values.

Preparing the Development Environment

1 Download and unzip the latest gSOAP package for Mac OS X.
2 Open the package by running this command:
tar xvfz gsoap macosx S2.7.9d.tar.g

3 Under the same parent directory, create these items with the appropriate command:
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Item

client

gsoap

Description Command:

Directory for the client-related files  mkdir client
(Makefile and sample.cpp)

Symbolic link to your gSOAP gsoap -> gsoap-macosx-2.7
directory

Generating the Mac Client Code

Context The pre-built wsd12h tool does not support SSL, so you cannot point the tool directly to
https.//ics2wstesta.ic3.com or https.//ics2wsa.ic3.com, or https://ics2wsa.in.ic3.com in India.

1 Download the latest WSDL and XSD files to the c1ient directory from either of the following
URLs:

https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor
https://ics2wsa.ic3.com/commerce/1.x/transactionProcessor
In India: https://ics2wsa.in.ic3.com/commerce/1.x/transactionProcessor

2 To ensure that the Makefile file finds the WSDL file that you downloaded in the previous
step, rename it as CyberSourceTransaction.wsdl by removing the version number.

IMPORTANT: Do not rename the XSD file.
3 Run the make header script.

You will receive warning messages, which you can safely ignore. However, ensure that no
two line items in your requests have the same ID.

4 In the newly generated the cybersource. h header file, add the following line to the Import
section:

#import "WS-Header.h"

5 Run the make source script.
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Building the Sample and Testing the Mac Client

1 In the sample. cpp file, modify the values of the following variables:

. MERCHANT 1ID

. TRANSACTION KEY
. SERVER URL

. LIB VERSION

. ENVIRONMENT

Do not use theLIB VERSION variable unless you are using a different version of gSOAP.

2 Run the make cybsdemo script. Ignore the warning messages. cybsdemo is how ready to
use.

3 Run the sample by executing:
. /cybsdemo

The reply file contains the request result and all returned fields. When client testing is
finished, write the code to use the client application.

Modifying the Mac Client and Code

Context

After your application is configured and tested, you can modify it as needed:

IMPORTANT: You must use separate transaction keys for the test and production environments.

. To alternate between the test and production environments, change the URL assigned to the
service.endpoint. In the sample file, set the SERVER URL variable to the appropriate value:

— Test environment: ics2wstesta.ic3.com
- Production environment: ics2wsa.ic3.com
- Production environment in India: ics2wsa.in.ic3.com

. To update the version of the CyberSource API, rebuild your client by following the steps in
Generating the Mac Client Code and Building the Sample and Testing the Mac Client.

. To add or delete API fields, modify your source code.
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Constructing SOAP with Apache Axis

and WSS4]

This section describes how to construct SOAP messages to process transactions with
CyberSource using Apache Axis and WSS4J.

Before starting this process, download and install the required third-party software.
CyberSource tested these versions:

Software Tested

¢ Windows XP Professional with
SP

¢ Linux

e Solaris

JDK 1.5

Apache Axis 1.4

Apache WSS4J 1.5.1

Apache XML Security 1.4.0

activation.jar

mail.jar

Description

Operating systems tested

Java Development Kit

SOAP toolkit
Download and unzip the latest package from http://ws.apache.org/axis

WS-Security package
Download and unzip the latest package from http://ws.apache.org/wss4

XML security package

Download the latest package from
http://santuario.apache.org/download.html and extract
xmlsec-N.N.N.jar

JDK JavaBeans Activation Framework add-on that you can download from
http://www.oracle.com/technetwork/java/jaf11-139815.html

JDK Java Mail add-on that you can download from
http://java.sun.com/products/javamail/

The sample.java: sample file provides the code to process your transactions.

Test the client application with the sample code files available from
https://github.com/CyberSource/cybersource-soap-toolkit/tree/master/sample_axis_wss4j

To help understand and use the code, the files contain many comments and a sample
card authorization. Before using the files, replace the generic values of the variables with

your own.

The SamplePWCallback. java: sample file is a Password Callback Handler, which
provides the password to WSS4J.

The SampleDeploy.wsdd: file is a sample deployment descriptor file used by WSS4J.
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Generating and Building the Stubs

1

Package

Apache Axis

Apache WSS4J

From each of the following packages, add these items to your classpath:

. The current directory (.)
. These files:

Files

* axis.jar

* commons-discovery-0.2.jar
e commons-logging-1.0.4.Jjar
* jaxrpc.jar

e log4j-1.2.8.jar

* saaj.jar

* wsdl4j-1.5.1.jar

wss4j-1.5.1.jar

Apache XML Security xmlsec-1.4.0.Jar

JDK JavaBeans Activation Framework activation.jar

JDK Java Mail

mail.jar

From a command prompt, go to the directory in which you downloaded the CyberSource
sample code Sample.java.

To generate the stubs, execute this command without line breaks:

java org.apache.axis.wsdl.WSDL2Java -p com.cybersource.stub
https://ics2wstesta.ic3.com/commerce/l.x/transactionProcessor/Cyber
SourceTransaction N.NN.wsdl

where:

com.cybersource.stub is the package name that will be used for the generated classes.
You can choose a different package name if you wish. However, the rest of the steps and the
sample code refer to this value.

N.NN is the CyberSource API version. Find the latest version here:
https://ics2wstesta.ic3.com/commerce/1.x/transactionProcessor

To compile the source code, execute this command:

javac com/cybersource/stub/*.java
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5 Create a jar file by using the compiled classes:
jar cf cybersource.jar com/cybersource/stub/*.class

6 Add the newly created cybersource. jar file to your classpath.

Building the Sample and Testing the Client

Context

To build the sample and test your client, modify the variables in the sample files, and run the
application.

1 In the Sample. java file, modify the values of MERCHANT ID.
2 In the SamplePWCallback. java file, modify the value of TRANSACTION KEY.
3 Compile the samples as follows:

javac Sample.java SamplePWCallback.java
4 Run the sample as follows:
java -Daxis.ClientConfigFile=SampleDeploy.wsdd Sample

The reply file contains the request result and all returned fields. When testing the client is
finished, write the code to use the client application.

Modifying the Client and Code

After your application is configured and tested, you can modify it as needed:

IMPORTANT: You must use separate transaction keys for the test and production environments.

. To alternate between the test and production environments, set SERVER URL to the
appropriate value:

- Test environment: ics2wstesta.ic3.com
- Production environment: ics2wsa.ic3.com
- Production environment in India: ics2wsa.in.ic3.com

. To update the version of the CyberSource API, rebuild the client by following the steps in
Generating and Building the Stubs.

. To add or delete API fields, modify your source code.
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